INFORMATION SECURITY MACHANISMS  ( IT )
	Course subject
	Knowledge Area 
	Knowledge units 
	Syllabuses taught 

	Information Security mechanism 
	Information Assurance and Security ( IAS )
	1- fundamental aspect 
2- Cryptography system 

3- cryptanalysis system

4- Authentication and key management
5- operating system access control 

6- Internet 
7- Redundancy


	1- fundamental aspect
    - security concept
    - security service

    - Theoretical Background
      ( gcd , Euler methods , prime number )

2 - Cryptography system

   a- Symmetric key 

      - Classic method

      - modern system 

        1- Block system
         ( AES, DES )

        2- stream cipher 

             System

   b- Asymmetric system

       -  RSA system

       - Knapsack system

 3- cryptanalysis system 

   - concept of analysis 

     with key and with out 

      know the key 
   - The type of attack 

  4- Authentication and
       key management
· authentication factors

· user authentication with symmetric key

· user authentication with asymmetric key

     - Digital signature 
  5- operating system

      access control   

· Discretionary Access 

Control
- Mandatory access 

   control

· Apache access control

· Role- Based  control 
6- Internet
- What is the Internet , 

   Internet Importance
- How the Internet Works
- Internet Environment 
   (Client/Server 
    Computation)
- Internet Architecture
- World Wide Web
7- Redundancy

- Type of redundancy

   Cold, Warm , Hot
- Examples of redundancy




Text Books 

1- Cryptography and network security principles and practice , Willam stallings 5th  edition

2- Hand book and applied cryptography   , CRC Press  
