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File and Printer Sharing

» Basic sharing

» Advanced sharing
» Public folders

» HomeGroup

» Workgroups

» Domains




Network Locations in Windows 7

\j 2% Set Network Location

Select a location for the '2WIRE9S03" network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

v Home network
|: v If all the computers on this network are at your home, and you recognize them,

this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

s Work network

&) If all the computers on this network are at your workplace, and you recognize
¥ them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

Public network

2 .? If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

[] Treat all future networks that I connect to as public, and don't ask me again.

Help me choose

Cancel




What Should You Use?

» Use HomeGroup or Public folders if you have a small
office/home office, all computers running Windows 7

» Use a workgroup if you have a peer-to-peer network that
Includes a mix of computers running Windows 7 and
Windows Vista or Windows XP, and you want to share
files between the computers

» Use domains and Active Directory in larger business
environments




HomeGroup

» The file and printer sharing solution built in to Window 7

» Once you set up a homegroup on one computer, other
networked computers running Windows 7 can join the
homegroup and automatically see the shared libraries and
printers




HomeGroup Caveats

» Can only join (not create) a homegroup in Windows 7
Home Basic and Starter editions

» Can join only one homegroup at a time; If computer Is
already joined to a homegroup, must leave that
homegroup to join another

» Can’t limit access to shared items to individual users;
anyone using a computer that’s a member of the
homegroup can access the shared content




HomeGroup Caveats

» Non-Windows 7 computers (Windows Vista, Windows
XP, Mac OS, or Linux) require additional setup steps to
access shared items in a homegroup

» Must already have a network set up (either wired or
wireless)

» To create or join a homegroup, computer’s network
location must be set to “Home network” (in the
Network and Sharing Center)




HomeGroup Setup

r N

UU > ‘:;: » Control Panel » Network and Internet » Network and Sharing Center

v | 5 | l Search Control Panel

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

Cea alen

HomeGroup

Intel® My WiFi Technology
Intel® PROSet/Wireless Tools
Internet Options

MobileMe

Windows Firewall

View your basic network information and set up connections

A .
HPDV7 Multiple networks
(This computer)

View your active networks
2WIRE903
I: .’ Home network
Unidentified network
Public network

Change your networking settings

‘E. Set up a new connection or network
-

0 See full map

Internet

Connect or disconnect

Access type: Internet

HomeGroup: Ready to create

Connections: ! Wireless Network Connection
(2WIRES03)

Access type: No Internet access

Connections: ) VMware Network Adapter
VMnetl

@ VMware Network Adapter

VMnet8

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

's. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing optiens

Access files and printers located on other network computers, or change sharing settings.

m




HomeGroup Setup

@let@ » Control Panel » All Control Panelltems » HomeGroup v |49|| Search Control Panel

Share with other home computers running Windows 7

Q% There is currently no homegroup on the network.

With a homegroup, you can share files and printers with other computers running Windows 7. You can also
stream media to devices. The homegroup is protected with a password, and you'll always be able to choose
what you share with the group.

Tell me moere about homegroups
Change advanced sharing settings...

Start the HomeGroup troubleshooter

[ Create a homegroup ][ Cancel J




HomeGroup Setup

U 'Q Create a Homegroup

Share with other home computers running Windows 7

Your computer can share files and printers with other computers running Windows 7, and you can
stream media to devices using a homegroup. The homegroup is protected with a password, and
you'll always be able to choose what you share with the group.

Tell me more about homegroups

Select what you want to share:

Pictures Documents
Music Printers
Videos

[ Next ][ Cancel]




HomeGroup Setup

U &¥ Create a Homegroup

Use this password to add other computers to your homegroup

Before you can access files and printers located on other computers, add those computers to your
homegroup. You'll need the following password.

Write down this password:

S5WV49PA1M7

Print password and instructions

If you ever forget your homegroup password, you can view or change it by opening HomeGroup in
Control Panel.

How can other computers join my homegroup?




HomeGroup Setup

Lo | B s |

@Dv‘t@ » Control Panel » All Control Panel ltems » HomeGroup - l&," Search Control Panel ,0|

~

Q% This computer belongs to a homegroup.

Share libraries and printers

Pictures [¥] Music Videos
Documents Printers

How do [ share additional libraries? How do [ exclude files and folders?

Share media with devices
[] Stream my pictures, music, and videos to all devices on my home network
Choose media streaming options...
Note: Shared media is not secure. Anyone connected to your network can receive your shared media.
Other homegroup actions
View or print the homegroup password

Change the password...

Leave the homegroup...

Change advanced sharing settings...

Start the HomeGroup troubleshooter

Save changes




Controlling HomeGroup Access

Organize v Share with v Slide show Burn
; | @ Nobod '
3 Favorites a i
B Deskiop Homegroup (Read) .
|8 Downlo Homegroup (Read/Write)
! Dropboy Specific people...
"5 Recent Place s
- Libraries
E‘j Documents
El My Documents
.. Public Documents
J’ Music
[/ Pictures
gﬂ Projects
B Videos
*& Homegroup
~ 3 jtems State: 28 Shared

5

New folder

m

Pictures library

Includes: 2 locations

Photo library

&

Sample Pictures

ol

Slide Shows

E-J'EE]@'

Arrange by: Folder ¥



Public Folders

| My Documents

1. Public Documents
J’ Music

W My Music

.. Public Music
[E5| Pictures

=| My Pictures

. Public Pictures
4 Videos

# My Videos

. Public Videos

4 items

ac—sal=h
@vvhg » Libraries » v | 5 ' l Search Libraries §el |
Organize v New library = 0 @
-~ . .
¢ Favorites — Libraries
Bl Desktop Open a library to see your files and arrange them by folder, date, and other properties.
& Downloads =
|, Dropbox ‘ &| Documents & Music
o <5 Lib , Library
= Recent Places -«” """ & "
£ Pictures Videos
. s ]
4 Libraries = > N’r Library p l Library
E] Documents < =




Public Folders

» Public folder sharing in Windows 7 turned off by
default (except on a homegroup)

» When Public folder sharing is turned on, anyone on
computer or network can access these folders

» Can’t limit which files or folders are shared in a Public
folder—everything Is shared; anyone with network
access can read and write files in Public folders




Turning Public Folder Access
On/Off

P

)
@le .. » Libraries » Documents » Public Documents » v I +5 H Search Public Documents ,Ol
Organize v [z] Open ~ Share with v Print E-mail Bun New folder = v [l @
| Advanced sharing settings... | FE— B el
¢ Favorites ‘ ancec shanng setings n ents library , ,
) Arrange by: Folder ¥
B Desktop Public Documents
& Downloads Nome 2 D4
., Dropbox
5l Recent Places i icrosolt 2
& projects.xlsx 6/

4 Libraries
EE] Documents
| My Documents

.. Public Documents

d5 Music

[=| Pictures

*& Homegroup

1% Computer
&, Local Disk (C:)
= RECOVERY (D:)
| »

= HP_TOOLS (E:) Sl i
@ -] Projects.xlsx State: 38 Shared Authors: Kim Lindros Date modified: 6/5/2011 4:02 PM

Microsoft Excel Worksheet Title: Add a title Size: 713 MB




Turning Public Folder Access On or
Off

@Uv(q&g Network and Sharing Center » Advanced shaning settings - I 4y | Search Control Pone p

Home or Work ~ -

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What i network discovery?

@ Turn on network discovery
) Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

@ Turn on file and printer sharing
() Turn off file and printer sharing

Public folder shanng

When Public folder sharing s on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

@ Turn on sharing so anyene with network access can read snd write files in the Public folders

7) Turn off Public folder sharing {(people logged on to this computer can still access these
folders)

Media streaming

| %savechanges | | Cancel |




Turning Password-Protected
Sharing On or Off

— e

vaqﬁ« Network and Sharing Center » Advénce;! sharning séﬁi;rgs_ - Iby V| Search Control Pone p

Media streaming

When media streaming i< on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find medsa on the network.

Medsa streaming is off.

Choose media streaming opticns,

File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

@ Use 128-bit encryption to help protect file sharing connections (recommended)
) Enable file shanng for devices that use 40- or 56-bit encryption

Password protected sharing

When password protected shaning is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give E
other people access, you must turn off password protected sharing.

) Turn on password protected sharing
@ Turn off password protected sharing

HomeGroup connections

Typically, Windows manages the connections to other homegroup computers. But if you have the
same user accounts and passwords oo all of your computers, you can have HomeGroup use your

| %savechanges | | Cancel |




Basic and Advanced Shares

» Allow you to control who may access specific files and folders
located in your libraries

» Advanced sharing offers the most options and is the best choice
for protecting confidential information

» File sharing and network discovery must be turned on
» Best practice Is to turn on password-protected sharing




Setting Up a Basic Share

r© =R
| Marketing Properties M

General | Sharing | Security | Previous Versions | Carbonite |
Network File and Folder Sharing

Marketing
' Shared

Network Path:
\WHPDV7\Users\Student\Documents\Marketing

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

[ ¥y Advanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

Close | ‘Cancel

| [ Apoly |




Setting Up a Basic Share

Q |23 File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

| - Add
Name Permission Level
2 Kim Read/Write ¥

2 Student Owner

I'm having trouble sharing

Share ][ Cancel




Setting Up a Basic Share

() 3 File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

v [  Add

Name Permission Level
\ ws_ G2TCPIP Read ¥| ./ Read
2 Kim Read/Wi Read/Write
2 Student Owner
Remove

I'm having trouble sharing

[ Share ][ Cancel




Setting Up a Basic Share

@ |23 File Sharing

Your folder is shared.

.................

Individual Items

Marketing
J l \\HPDV7\Users\Student\Documents\Marketing

Show me all the netwerk shares on this computer.




Setting Up an Advanced Share
r} Marketing Properties gx

General | Sharing | Security | Previous Versions | Carbonite |

Network File and Folder Sharing

Marketing
| —
Network Path:

\WHPDV7\Users\Student\Documents\Marketing

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

[ ) Advanced ShanngJ

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

Cancel

[ o ][




Setting Up an Advanced Share

Advanced Sharing g

Share this folder

Settings
Share name:
Marketing

Add || Remove

Limit the number of simultaneous users to: 20

2

Comments:

| permissions | | cCaching |

Lo J[ concel J[ mpty |




Setting Up an Advanced Share

Advanced Sharing g

Share this folder
Settings

Share name:

|Marketing v

Add | Remove

Limit the number of simultaneous users to: 2

[«|»
LS

Comments:
Student files Marketing folder

| permissions | | cCaching |

(o< J[ comcel J[ sooty |




Permission Level Description

Full control Allows users to view and change files and folders, to
create new files and folders, and to run programs in a
folder.

Modify Allows users to change files and folders but they
cannot create new ones.

Read & execute Allows users to view the contents of files and folders
and to run programs in a folder.

Read Allows users to view the contents of a folder and to

open files and folders.

Allows users to create new files and folders and to
change files and folders.




Changing a Folder’s Permissions

| . Projects Properties M

General | Sharing | Security | Previous Versions | Carbonite |
Object name:  C:\Users"Kim\Documents'Projects

GI'OUD or user names:
52 SYSTEM -
3 RN R - |
2 Student (HPdv7\Student)

2 BoA (HPdv7\BoA)
2 R2TCPRIP iHPAWTG2TCPRIPY

To change pemissions, click Edit.

Permissions for Kim Allow Deny

Full control : =
Modify .

Read & execute . =
List folder contents

Read :

Write : ».

For special permissions or advanced settings, click
Advanced.

Leam about access control and pemissions

ok J[ camce ][ ooy




Share Permissions & Effective Permissions

Granted to a user or group based
on the permissions granted through
group membership and any
permissions inherited from the
parent object

. Advanced Security Settings for Projects

| Permissions I Audting l ownefl Effective Permissions

pemissions granted directly through group membership.

Object name:  C:\Users\Kim\Documents'Projects

Group or user name:
r

The following list displays the pemmissions that would be granted to the selected group or user, based solely on the

| [seeat.. |

Effective permissions:

O Full control

[0 Traverse folder / execute file
[ List folder / read data

[0 Read attributes

[0 Read extended attributes

[ Create files / write data

[ Create folders / append data
O Write attributes

[ Write extended attributes

How are effective pemissions detemmined?

ok || Cancel ||

Apply




Printer Sharing: Advanced Sharing Settings

P

v l 5 l I Search Control Panel pel |

‘@“{ h v!i@ <« Network and Internet » Network and Sharing Center » Advanced sharing settings

-

Home or Work )
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?

@ Turn on network discovery
() Turn off network discovery

File and printer sharing

m

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing
() Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders? |

@ Turn on sharing so anyone with network access can read and write files in the Public folders
) Turn off Public folder sharing (people logged on to this computer can still access these
folders)
Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Media streaming is on.
Choose media streaming options...

File sharing connections
—

¥y Save changes | Cancel




Devices and Printers

@ <« Hardware and Sound » Devices and Printers »

0O-

v J 5 ' ! Search Devices and Printers

Add a device Add a printer See what's printing

Print server properties

=] =

Remove device

4 Devices (3)

Microsoft
Wireless
Transceiver

Microsoft USB
Dual Receiver
Wireless Mouse
(IntelliPoint)

HPDV7

4 Printers and Faxes (6)

Adobe PDF Brother Brother Fax
HL-2170W MFC-465CN
) Printer
Brother HL-2170W state: @ 2R

Manufacturer: Brother Industries, Ltd
Model: HL-2170W

Send To
OneNote 2010

Microsoft XPS
Document Writer

Description: HL2170W Ver.1.00 en-US
Category: Printer
Status: 0 document(s) in queue

m




Device Stage

@( )vlﬂ « Devices and Printers » Brother HL-2170W v | +y l ' Search Brother HL-2170W L l

al / See what's printing ! Customize your printer
g View, pause, or cancel your print jobs Change the name, security settings, or other properties

Online Documents
View the User, Software and Network guides.

-3 / Adjust print options

Change color, layout, or paper settings Q
Brother Solutions Center Brother Supplies and Accessories
Support site for documentation and drivers. For crisp black prints and rich colors.
Brother CreativeCenter
WEB site for FREE download photo projects.

On-Line Registration
Easy to use on-line product registration.

Brother Mall.com
Purchase Brother supplies and accessories.




A Printer’s Properties Dialog Box

% Brother HL-2170W Properties [
General lSharing I Ports |Advanced I Color Management l Security I DeviceSettingsI
% D
Location:
Comment:
Model: Brother HL-2170W
Features
Color: No Paper available:
Double-sided: No -Letter -
Staple: No
Speed: 22 ppm
Maximum resolution: 1200 dpi =
[ Preferences... ] [ Print Test Page ]

Lok J[ Canced || ‘o0l




The Sharing Tab

% Brother HL-2170W Properties [

General | Sharing | Ports | Advanced | Color Management | Secuity | Device Settings |

. ;K youshare this printer, only users on your network with a username
m and password for this computer can print to it. The printer will not
be available when the computer sleeps. To change these settings,
use the Network and Sharing Center.

[7] Share this printer
Share name: | Brother HL-2170W

[V] Render print jobs on client computers

Drivers

If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the

users do not have to find the print driver when they connect to the
shared printer.

[ Additional Drivers... ]

Lok J[ Concd J[ Awy |




The Advanced Tab

%) Brother HL-2170W Properties [

| General | Sharing | Ports | Advanced | Color Management | Security | Device Settings |

@ Always available

':\ Available from 12:00 AM : Tao 12:00 AM
Priority: 1 }:}1
Driver: Brother HL-2170W v || NewDriver...

@ Spool print documents so program finishes printing faster
(7) Start printing after last page is spooled
@) Start printing immediately

() Print directly to the printer

[7]Hold mismatched documents
Print spooled documents first

[T Keep printed documents

Enable advanced printing features

[ Printing Defaults... ][ Print Processor... ][ Separator Page... ]

Lok J[ Camcel || oot




Updating a Printer Driver

am Add Printer Driver Wizard e

Printer Driver Selection
The manufacturer and model determine which printer driver to use.

, /  Select the manufacturer and model of the printer driver to install. If the driver you want is not

@ listed, click Have Disk to select the driver you want.

If Windows Update is available, click it for more drivers for this processor and operating system.

Manufacturer “ || Printers ol
Adobe L4 (5 Brother DCP-116C L
3 Brother DCP-117C
Canon 5/ Brother DCP-128C I
Epson N 5 Brother DCP-129C A
PR S F1necst o nen 490,

=] This driveris digitally signed. | WindowsUpdate | |  HaveDisk.. |

Tell me why driver signing is important

[ <Bock ][ Net> | [ Cancel |




