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Overview 

Internet 

Interconnected network of computer networks 

ARPAnet 

Advanced Research Project Agency 1969 – four computers connected  

NSFnet 

National Science Foundation 

Use of the Internet was originally limited to government, research and academic use. 

1991 Commercial ban lifted 

Intranet &Extranets 

 Intranet 

 A private network contained within an organization or business used to 

share information and resources among  workers. 

 Extranet 

 A private network that securely shares part of an organization’s information 

or operations with external partners 

Growth of Internet 
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Reasons for Internet Growth in the 1990s 

 Removal of the ban on commercial activity 

 Development of the World Wide Web by Tim Berners-Lee at CERN 

 Development of Mosaic, the first graphics-based web browser at NCSA 
 

The World Wide Web 

The graphical user interface to information 

stored on some of the computers connected to the 

Internet 

 

Internet Standards & Coordination 

The Internet Society: A professional organization that provides leadership in 

addressing issues related to the future of the Internet 

 IETF-- Internet Engineering Task Force 

 RFC – Requests for Comments 

 IAB – Internet Architecture Board 

 ICANN - The Internet Corporation for Assigned Numbers & Names 

 Non-profit organization  

 Main function is to coordinate the assignment of: 

  Internet domain names 

 IP address numbers 

 Protocol parameters 

 Protocol port numbers. 

 

 

Web Standards and the W3C Consortium 

 W3C – World Wide Web Consortium 

 Develops recommendations and prototype technologies related to the 

Web  

  Produces specifications, called Recommendations, in an effort to 

standardize web technologies 

 

 WAI – Web Accessibility Initiative 

 Develops recommendations for 

  

 web content developers,  

 web authoring tool developers,  

 developers of web browsers, and  

 developers of other user agents to facilitate use of the web by 

those with special needs.  
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Networ Overview 
 

Network -- two or more computers connected together for the purpose of 

communicating and sharing resources  

 

 

 

 

 

 

 

 

 

 

 

Networks Types 
 

LAN -- Local Area Network:Usually confined to a single building or group of 

buildings 
 

MAN -- Metropolitan Area Network :Connects computer resources in a local 

geographical area. 
 

WAN -- Wide Area Network: Usually uses some form of public or commercial 

communications network to connect computers is widely dispersed geographical 

areas. 

 

A WAN connecting two LANs 

 

 

 

 

 

 

 

 

 

 

Internet Infrastructure 

 Internet Backbone  

A high capacity communication link that carries data gathered from smaller 

links that interconnect with it.  

 NAP – Network Access Point 

Access points or junctions to the Internet Backbone in major cities. 
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The Client/Server Model 
 

Client/Server can describe a relationship between two computer programs – the 

"client" and the "server".  

 Client: requests some type of service (such as a file or database access) 

from the server.  

 Server: fulfills the request and transmits the results to the client over a 

network 

 

The Client/Server Model 

 The Internet Client/Server Model 

 Client -- Web Browser 

 Server -- Web Server 

 
 

Web Client 
 

 Connected to the Internet when needed 

 Usually runs web browser (client) software such as Internet Explorer or Netscape 

 Uses HTTP (Hypertext Transfer Protocol) 

 Requests web pages from server 

 Receives web pages and files from server  
 
 

Web Server 

 Continually connected to the Internet 

 Runs web server software (such as Apache or Internet Information Server) 

 Uses HTTP (Hypertext Transfer Protocol) 

 Receives request for the web page 

 Responds to request and transmits status code, web page, and associated files 

 

MIME Type 

 Multi-Purpose Internet Mail Extension: a set of rules that allow multimedia 

documents to be exchanged among many different computer systems  

 

Internet Protocols 

 Protocols: Rules that describe the methods used for clients and servers to 

communicate with each other over a network.  

There is no single protocol that makes the Internet and Web work. 

A number of protocols with specific functions are needed.  

 

FTP File Transfer Protocol 

 A set of rules that allow files to be exchanged between computers on the 

Internet.  
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 Web developers commonly use FTP to transfer web page files from their 

computers to web servers.  

FTP is also used to download programs and files from other servers to individual 

computers. 

 

E-mail Protocols 

 Sending E-mail 

 SMTP Simple Mail Transfer Protocol 

 Receiving E-mail 

 POP (POP3) Post Office Protocol 

 IMAP Internet Mail Access Protocol 

 

HTTP  Hypertext Transfer Protocol 

A set of rules for exchanging files such as text, graphic images, sound, video, and 

other multimedia files on the Web. 

 

 

 

 

 

 

 

 Web browsers send HTTP requests for web pages and their associated files. 

 Web servers send HTTP responses back to the web browsers. 

 

TCP/IP 

Transmission Control Protocol / Internet Protocol 
 

 TCP/IP has been adopted as the official communication protocol of the Internet.  

 TCP and IP have different functions that work together to ensure reliable 

communication over the Internet. 

 

TCP Transmission Control Protocol 

 Purpose is to ensure the integrity of communication 

 Breaks files and messages into individual units called packets 

 

 

 

 

 

 
 

IP Internet Protocol 

 A set of rules that controls how data is sent between computers on the Internet. 

 IP routes a packet to the correct destination address. 
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 The packet gets successively forwarded to the next closest router (a hardware 

device designed to move network traffic) until it reaches its destination. 

 

IP Address 

 Each device connected to the Internet has a unique numeric IP address.  

 These addresses consist of a set of four groups of numbers, called octets.  

 64.233.167.99 will get you Google! 

 An IP address may correspond to a domain name.  

 

Domain Name 

 Locates an organization or other entity on the Internet  

 Domain Name System 

 Divides the Internet into logical groups and understandable names 

 Associates unique computer IP Addresses with the text-based domain 

names you type into a web browser 
 

 Browser: http://google.com  

 DNS: 64.233.187.99 

 

 
 

URL  Uniform Resource Locator 

     Represents the address of a resource on the Internet.   
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TLD Top-Level Domain Name 

 A top-level domain (TLD) identifies the right-most part of the domain name. 

 Current generic TLDs: 

.com, .org, .net, .mil, .gov, .edu, .int, .aero, .asia, .cat, .jobs, .name, .biz, 

.museum, .info, .coop, .pro, .travel 

 

Counrty Code TLDs 

 Two character codes originally intended to indicate the geographical location 

(country) of the web site.  

 In practice, it is fairly easy to obtain a domain name with a country code TLD 

that is not local to the registrant. 

  Examples:    .tv, .ws, .au, .jp, .uk 
 

 

Domain Name System 

 The Domain Name System (DNS) associates Domain Names with IP addresses. 

 Each time a new URL is typed  into a web browser: 

1.The DNS is accessed 

2.The corresponding IP address is obtained and returned to the web Browser 

3.The web browser sends an HTTP request to the destination computer with the 

corresponding IP address 

4.The HTTP request is received by the web server 

 

5.The necessary files are located and sent by HTTP responses to the web 

browser 

6.The web browser renders and displays the web page and associated files 

 

Markup Languages 

 SGML  Standard Generalized Markup Language 

 A standard for specifying a markup language or tag set  
 

 HTML  Hypertext Markup Language 

 The set of markup symbols or codes placed in a file intended for display 

on a web browser.  
 

 XML – eXtensible Markup Language 

 A text-based language designed to describe, deliver, and exchange 

structured information.  

 It is not intended to replace HTML –  

it is intended to extend the power of HTML by separating data from 

presentation.  

 XHTML – eXtensible Hypertext Markup Language 

 Developed by the W3C as the reformulation of HTML 4.0 as an 

application of XML.  
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 It combines the formatting strengths of HTML 4.0 and the data structure 

and extensibility strengths of XML.  

 

Apache 

Apache began as the NCSA server, httpd, with some added features. Apache is the 

most widely used Web server.  

The primary reasons are as follows: 

 Apache is an excellent server because it is both fast and reliable. 

  Furthermore, it is open-source software, which means that it is free and is 

managed by a large team of volunteers, a process that efficiently and 

effectively maintains the system.  

 Finally, it is one of the best available servers for Unix-based systems, which 

are the most popular for Web servers. 

Apache is capable of providing a long list of services beyond the basic process of 

serving documents to clients. Whe Apache begins execution; it reads its configuration 

information from a file and sets its parameters to operate accordingly.  

Microsoft’s Internet Information Server IIS 

 Although Apache has been ported to the Windows platforms, it is not the most 

popular server on those systems.  

 Because the Microsoft IIS server is supplied as part of Windows 

  and because it is a reasonably good server—most Windows-based Web 

servers use IIS.  

Apache and IIS provide similar varieties of services.  From the point of view of 

the site manager,  

What the difference between Apache and IIS  

 Apache is controlled by a configuration file that is edited by the manager to 

change Apache’s behavior.  

 IIS, server behavior is modified by changes made through a window-based 

management program, named the IIS snap-in, this program allows the site 

manager to set parameters for the server.   
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Uniform Resource Locators (URL) 

Uniform (or universal) resource locators (URLs) are used to identify documents 

(resources) on the Internet. There are many different kinds of resources, identified by 

different forms of URLs.  

URL Formats 

All URLs have the same general format:       scheme :object-address 

 The scheme is often a communications protocol.  

 Common schemes include http, ftp, gopher, telnet, file, mail, and news.  

 Different schemes use object addresses that have different forms. Our interest 

here is in the HTTP protocol, which supports the Web. 

This protocol is used to request and send eXtensible Hypertext Markup Language 

(XHTML) documents. In the case of HTTP, the form of the object address of a URL 

is as follows: 

           //fully-qualified-domain-name/path-to-document 

 

 

 

 

 

 

 

URLs can never have embedded spaces. Also, there is a collection of special 

characters, including semicolons, colons, and ampersands (&), that cannot appear in a 

URL. To include a space or one of the disallowed special characters, the character 

must be coded as a percent sign (%) followed by the two digit hexadecimal ASCII 

code for the character. For example, if San Jose is a domain name, it must be typed as 

San%20Jose (20 is the hexadecimal ASCII code for a space).  
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1.6 Multipurpose Internet Mail Extensions MIME 

A browser needs some way of determining the format of a document it receives from 

a Web server.  Without knowing the form of the document, the browser would be 

unable to render it, because different document formats require different rendering 

tools. The forms of these documents are specified with Multipurpose Internet Mail 

Extensions (MIME). 

Type Specifications 

 MIME was developed to specify the format of different kinds of documents to 

be sent via Internet mail.   

 These documents could contain various kinds of text, video data, or sound 

data. Because the Web has needs similar to those of Internet mail, MIME was 

adopted as the way to specify document types transmitted over the Web.  

 A Web server attaches a MIME format specification to the beginning of the 

document that it is about to provide to a browser. 

  When the browser receives the document from a Web server, it uses the 

included MIME format specification to determine what to do with the 

document. If the content is text, for example, the MIME code tells the browser 

that it is text and also indicates the particular kind of text it is. If the content is 

sound, the MIME code tells the browser that it is sound and 

then gives the particular representation of sound so that the browser can choose a 

program to which it has access to produce the transmitted  sound.  MIME 

specifications have the following form:  type/subtype 

 The most common MIME types are text, image, and video.  

 The most common text subtypes are plain and html. Some common image 

subtypes are gif and jpeg. 

  Some common video subtypes are mpeg and quicktime.  

A list of MIME specifications is stored in the configuration files of every Web server. 

In the remainder of these lectures, when we say document type, we mean both the 

document’s type and its subtype.  Servers determine the type of a document by using 

the filename’s extension as the key into a table of types. For example, the extension 

.html tells the server that it should attach text/html to the document before sending it 

to the requesting browser.  Browsers also maintain a conversion table for looking up 

the type of a document by its file name extension.  
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Security 

On the Web server side, anyone on the planet with a computer, a browser, and an 

Internet connection can request the execution of software on any server computer. He 

or she can also access data and databases stored on the server computer. On the 

browser end, the problem is similar: Any server to which the browser points can 

download software that is to be executed on the browser host machine. Such software 

can access parts of the memory and memory devices attached to that machine that are 

not related to the needs of the original browser request. In effect, on both ends, it is 

like allowing any number of total strangers into your house and trying to prevent 

them from leaving anything in the house, taking anything from the house, or altering 

anything in the house. The larger and more complex the design of the house, the more 

difficult it will be to prevent any of those activities. The same is true for Web servers 

and browsers: The more complex they are, the more difficult it is to prevent security 

breaches.  Today’s browsers and Web servers are indeed large and complex software 

systems, so security is a significant problem in Web applications. In this section one 

can give no more than a brief sketch of some of the subtopics of security.  One aspect 

of Web security is the matter of getting one’s data from the browser to the server and 

having the server deliver data back to the browser without anyone or any device 

intercepting or corrupting those data along the way. Consider just the simplest case 

that of transmitting a credit card number to a company from which a purchase is 

being made. The security issues for this transaction are as follows: 

1. Privacy—it must not be possible for the credit card number to be stolen on its way 

to the company’s server. 

2. Integrity—it must not be possible for the credit card number to be modified on its 

way to the company’s server. 

3. Authentication—it must be possible for both the purchaser and the seller to be 

certain of each other’s identity. 

4. Nonrepudiation—it must be possible to prove legally that the message was actually 

sent and received.   

The basic tool to support privacy and integrity is encryption. Data to be transmitted is 

converted into a different form, or encrypted, such that someone (or some computer) 

who is not supposed to access the data cannot decrypt it. So, if data is intercepted 

while en route between Internet nodes, the interceptor cannot use the data because he 
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or she cannot decrypt it. Both encryption and decryption are done with a key and a 

process (applying the key to the data). Encryption was developed long before the 

Internet ever existed. Julius Caesar crudely encrypted the messages he sent to his 

field generals while at war. Until the middle 1970s, the same key was used for both 

encryption and decryption, so the initial problem was how to transmit the key from 

the sender to the receiver.  This problem was solved in 1976 by Whitfield Diffie and 

Martin Hellman of Stanford University, who developed public-key encryption, a 

process in which a public key and a private key are used, respectively, to encrypt and 

decrypt messages. A communicator—says, Joe—has an inversely related pair of 

keys, one public and one private. The public key can be distributed to all 

organizations that might send Joe messages. All of them can use the public key to 

encrypt messages to Joe, who can decrypt the messages with his matching private 

key. This arrangement works because the private key need never be transmitted and 

also because it is virtually impossible to decrypt the private key from its 

corresponding public key. The technical wording for this situation is that it is 

“computationally infeasible” to determine the private key from its public key.  The 

most widely used public-key algorithm is named RSA, developed in 1977 by three 

MIT professors—Ron Rivest, Adi Shamir, and Leonard Adleman—the first letters of 

whose last names were used to name the algorithm. Most large companies now use 

RSA for e-commerce.  Another, completely different security problem for the Web is 

the intentional and malicious destruction of data on computers attached to the 

Internet. The number of different ways this can be done has increased steadily over 

the life span of the Web. The sheer number of such attacks has also grown rapidly. 

There is now a continuous stream of new and increasingly devious denial-of-service 

(DoS) attacks, viruses, and worms being discovered, which have caused billions of 

dollars of damage, primarily to businesses that use the Web heavily. Of course, huge 

damage also has been done to home computer systems through Web intrusions.  DoS 

attacks can be created simply by flooding a Web server with requests, overwhelming 

its ability to operate effectively. Most DoS attacks are conducted with the use of 

networks of virally infected “zombie” computers, whose owners are unaware of their 

sinister use. So, DoS and viruses are often related.  Viruses are programs that often 

arrive in a system in attachments to e-mail messages or attached to free downloaded 

programs. Then they attach to other programs. When executed, they replicate and can 

overwrite memory and attached memory devices, destroying programs and data alike. 

Two viruses that were extensively destructive appeared in 2000 and 2001: the 

ILOVEYOU virus and the CodeRed virus, respectively. 

Worms damage memory, like viruses, but spread on their own, rather than being 

attached to other files. Perhaps the most famous worm so far has been the Blaster 
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worm, spawned in 2003.  DoS, virus, and worm attacks are created by malicious 

people referred to as hackers. The incentive for these people apparently is simply the 

feeling of pride and accomplishment they derive from being able to cause huge 

amounts of damage by outwitting the designers of Web software systems.  Protection 

against viruses and worms is provided by antivirus software, which must be updated 

frequently so that it can detect and protect against the continuous stream of new 

viruses and worms. 

 

 


