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AES Arithmetic

(J Finite Field: A field with finite number of elements, also known as Galois Field.
0 The number of elements is always a power of a prime number, denoted as GF(p").
J GF(p) is the set of integers {0,1, ..., p-1} with arithmetic operations modulo prime p.

O Addition, subtraction, multiplication, and division can be done without leaving the field GF(p).
E.g. GF(2) = mod 2 arithmetic and GF(8) = mod 8 arithmetic.

(] AES uses arithmetic in the finite field GF(28) with irreducible (prime) polynomial.
m(x) =x3+x*+x3+x+1 which is (1 0001 1011) in binary or {11B} in Hex-decimal
O Irreducible polynomial is a polynomial that is not a product of two other polynomials.

L Example: Find arithmetic multiplication in GF(28) for the following:

1- {02} » {87} mod {11B} = (0000 0010)(1000 0111) mod (1 0001 1011)
=X (X7+x2+x+1) mod (x®+ x*+x3+x+ 1)
=(x®+x3+ x2+x) mod (x®+ x4+ x3+x+1)
=x*+x2+1 = (0001 0101)

2- {03} {6E} mod {11B} = (11)(110 1110) mod (1 0001 1011)
=(x+1)(x6+x>+x3+ x2+ x) mod (x®+ x*+x3+ x + 1)
=(}+x0+ x4+ 3+ x2+ X6+ x°+x3+ x2+ X) mod (x8+ x*+x3+ x + 1)
=x’+x°+ x*+x ={1011 0010}
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Polynomial Arithmetic
U Polynomial arithmetic operations:
Example, let f(x) =x3+ x2and g(x) =x*+x+ 1
Then,
(Addition) f(x) +g(x)=x3+x+1
(Multiplication) f(x) x g(x) = x> + x? (z° + =

Polynomial Division: f(x) = q(x) g(x) + r(x) where q(x) is quotient, g(x) is divisor, r(x) is remainder
Letf(x)=x3+x+1,and g(x) =x+1,

(Division) r(x) = remainder = f(x) mod g(x) x2 +x
a(x) = x? + x (quotient) , g(x) = x + 1 (modular polynomial),  x + 1/ 3 + x + 1
r(x) =1 S

x=Fx

then f(x) / g(x) is computed as
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Polynomial Arithmetic

Polynomial Arithmetic Modulo (x* + x + 1)

(a) Addition
000 001 010 011 100 101 110 111

+ 0 1 X x+1 x* 2+1 X2 +x X+x+1
000 0 0 1 X x+1 x2 2+1 X+ F+x+l
001 1 1 0 x+ 1 X  + 1 x* Xrx+1 24X
010 X x x+1 0 1 X +x C4+x+1 x° X+1
011 x+ 1 x+1 b - 1 0 24+x+1 x4 X 241 X
100 ! X 2+ 1 X+ x x4+ x+1 0 1 X x+1
101 “2+1 x2+1 x2 X+x+1 X2+ X 1 0 x+1 X
110 X+ X2 +x xX4+x+1 x* x2+1 X x+1 0 1
111 2+x+1 2 +x+1 4 x 2 +1 x* x+1 X 1 0

(b) Multiplication
000 001 010 011 100 101 110 111

x 0 1 X x+1 x2 2+ 1 X +x C+x+1
000 0 0 0 0 0 0 0 0
001 1 0 1 X x+1 x* 2+1 X2 +x E+x+1
010 X 0 X x* X+ x x+1 1 X+x+1 2+ 1
011 x+1 0 x+1 x4 x 2 +1 X +x+1 x> 1 X
100 b 0 x* x+1 ¥ 4x+1 x*+x X *+1 1
101 “+1 0 2 +1 1 x2 X 2+x+1 x+1 X 4+x
110 2 +x 0 2 +x Zrx+1 1 241 x+1 X x2
1 24+x+1 0 +x+1 2+ X 1 X2 +x X x+1

When (A +B) mod n =0, then B is called additive inverse mod n of A

e.g. from the table (a), additive inverse of (x2+ x) is (x2+ x)

When (A xB) mod n=1, then B is called multiplicative inverse mod n of A
e.g. from the table (b), multiplicative inverse of (x) is (x2+ 1)
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Euclidean Algorithm for Polynomials

Calculate Which satisfies
ri(x) = a(x)mod b(x) a(x) = qi1(x)b(x) + ri(x)
ry(x) = b(x)mod ry(x) b(x) = qr(x)ri(x) + ry(x)
ri(x) = ri(x)mod ry(x) ri(x) = qi(x)r(x) + r3(x)

r,,(.r) - rn—Z(x)mOd rn—l('r) rn—.‘Z(x) - (],,(I)I‘n_](.\‘) £ rn(x)
_ _ I',,,|(.\') - quI(-")rn(x) + 0
rn+1(x) = rp—1(x)mod ry(x) = 0 d(x) = ged(a(x),b(x)) = ra(x)
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Find ged[a(x),b(x)] for a(x) =x* + X + x* + ¥ + x> + x + 1 and b(x) =
x* + x* + x + 1.First, we divide a(x) by b(x):

X+ x
x“-xz+x+1/x6+x5+.r4—.t3+x2+.r+1
x5 +x* + X3 + x?
X +x + 1
e + X+ 2 +x
X+ x? + 1

This yields r,(x) = ¥’ + x> + 1and ¢; (x) =x*>+x.
Then, we divide b(x) by ri(x).

This yields r,(x) = 0 and g,(x) = x + 1.
Therefore, ged[a(x),b(x)] = ri(x) = X + x> + 1.

il
x3-—x2+”l/x4 +x+x+1
X+ 28 + x
x + x? + 1
X+ x + 1




