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AES Key Expansion (for key length of 128 bits) B <+ | <12
The AES key expansion algorithm takes as input a 4-word (16-byte) | &1 | ks | ko | k13
key and produces a linear array of 44 words (176 bytes). This is e . e«
sufficient to provide a 4-word round key for the initial ™ ™
AddRoundKey stage and each of the 10 rounds of the cipher. ’ ‘
The following pseudocode describes the expansion:
for(i=0;i<4;i++) wo | wi | wa | w3
[key[4*i] , key[4*i+1] , key[4¥i+2], key[4*i+3]] "Gf
for(i=4;i<44; i++) ¥ T ¢
temp = w[i - 1]; @‘:,é/ﬁﬁ ?

if (imod 4 =0)
temp = SubWord ( RotWord ( temp ) ) @ Rconli / 4];
wli] = w[i— 4] ® temp

Where

*RotWord performs a one-byte circular left shift on a word. ‘
*SubWord performs a byte substitution on each byte of its input /é /é /g
word using the S-box. : :
*Rconlj] is a round constant. M40 a1 Yz [ M3

wi =wi-1 xor wi-4 for imod4!=0
wi = g(wi-1) xor wi-4 for imod4=0 1

™
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Typewriter
wi = wi-1      xor  wi-4     for  i mod 4 != 0

wi = g(wi-1)  xor  wi-4     for  i mod 4 = 0
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AES Key Expansion
The round constant is different for each round and is defined as

Reon([j] = (RC[j], 0, 0, 0), with RC[1] = 1, RC[j] = 2 - RC[j - 1]. | :
The values of RC[j] in hexadecimal are: By | By | Ba| B
S
] 1 2 3 4 5 6 7 8 9 10 F‘/?‘ f/l/ ‘1 RotWord
RC[j] o1 | 02 | 04 | 08 | 10| 20 | 40 | 8 | 1B | 36 5 [ &
SubWord
For example: Suppose that the round key for round 8 is B | By | B | By
EA D2 73 21 B58DBAD2312BF5607F 8D 29 2F xorR elrcl oo o
Then the first 4 bytes (first column) of the round key for round 9

are calculated as follows:

After After Rcon (9) After XOR wli] = temp
RotWord | SubWord ~7 | with Rcon @ wli—4|

36 TF8D292F | 8D292F7F| SDAS15D2| 1B000000 | 46 A515D2 |EAD27321| AC7766F3

i (decimal)| temp wli—4]

Operations on g function

(1) RotWord  performs a one-byte circular left shift on a word

(2) SubWord performs a byte substitution on each byte of its input word using the S-box
(3) XOR Wi xor [RC;j, 0, 0, 0]
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Operations on g function

(1) RotWord      performs a one-byte circular left shift on a word     

(2) SubWord     performs a byte substitution on each byte of its input word using the S-box

(3) XOR             Wi'  xor  [RCj, 0, 0, 0] 
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The powerful of the expansion key algorithm:

e Knowledge of a part of the cipher key or round key does not enable calculation of
many other round-key bits.

e An invertible transformation [i.e., knowledge of any N consecutive words of the
expanded key enables regeneration the entire expanded key] (N is key size in words).

¢ Speed on a wide range of processors.

¢ Usage of round constants to eliminate symmetries.

e Diffusion of cipher key differences into the round keys; that is, each key bit affects
many round key bits.

¢ Enough nonlinearity to prohibit the full determination of round key differences from
cipher key differences only.

¢ Simplicity of description.

AES Parameters

Key Size (words/bytes/bits) 4/16/128 6/24/192 8/32/256
Plaintext Block Size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Number of Rounds 10 12 14
Round Key Size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Expanded Key Size (words/bytes) 44/176 52/208 60/240
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AES S-Boxes
y Y
0 1 2 3 4 5 6 7 8 9 A B e D E F 0 1 2 3 4 5 6 2] 8 91]A|B|C|D|E|F
0|63 |7C |77 |7B|F2|6B|6F |C5]3 |01 |67 |2B|FE|D7|AB| 76 0 | 52|09 |6A|D5]|30 |36 |AS5)|38 |BF| 40 |A3|9E| 81 | F3 |D7|FB
1 |CAI 82| O|MIFA| 9| 47| FO|lADID4 | A2|AF|C | A4 72| OO 1 |7C|E3| 39|82 |9B|2F |FF| 87 |34 |S8E |43 |44 |C4 |DE| E9 |CB
2 |BT|FD| 93| 26|36 |3 | FT|CC|34 |AS|ES|F1 |71 |D8| 31|15 2 (54 |7B| 94|32 |A6(C2(23 (3D|EE|4C| 95 (0B | 42 |FA | C3 | 4E
3 M| B|C3|18]9%|05|9A |07 ]| 12| 8 |E2|EB|27|B2| 75 3|08 |2E|A1| 66|28 |D9|24 | B2|76|5B|A2| 49 |6D|8B|D1| 25
Rl 00| 83 |2C|1A|IB|6E |SA| A0O| 52 |3B |D6| B3| 29 | E3|2F | &4 4 |72 | F8|F6 |64 [ 8 |68 |98 |16 |D4|A4|SC|CC|5D| 65| B6| 92
5| 3|DI|00|ED|2|FC|Bl|SB|6A|CB|BE| 39 |4A | 4C | 58 | CF 516C| 70|48 |50 |FD|ED|B9|DA|SE| 15|46 | 57 | A7|8D |9D | 84
6 |DO|EF |AA|FB| 43 | 4D | 33 | 85 | 45 | F9 | 02 | 7F | 50 | 3C | 9F | A8 6 19 |DS|AB| 00 |8C |BC|D3|0A|F7 |E4| 58|05 |B8|B3|45]| 06
T |51 |A3]| 4 |8F |92 |9 |38 |F5|BC|B6|DA| 21| 10| FF| F3|D2 7 |D0OJ2C|1E | 8F |CA|3F |OF |02 |Cl |AF|BD| 03|01 | 13 [8A | 6B
Y1 s|copjloc | 13|EC|S5F| 97|44 | 17| Ca|A7|7E|3D| 64 |5D| 19| 73 Y18 |3A|91| 11|41 |4F |67 |DC|EA| 97 |F2|CF|CE|Fo|B4|E6| 73
9 | 60| 81 |4F |DC| 22 |2A | 90 | 88 | 46 |EE| B8 | 14 | DE| SE | OB | DB 919 |AC| 74| 22 |E7|AD| 35 | 85 | E2| F9 | 37 | E8 | 1C | 75 | DF | 6E
A|E0] 32 |3A|0A| 49|06 | 24 |S5C|C2|DI|AC| 62|91 |95 |E4]| 9 A|47|Fl|1A|7T1|ID| 29| C5| 8 |6F |B7| 62| 0E|AA| 18 |BE| 1B
B |E7|C8|37|6D|8D|D5S|4E | A9| 6C | 56 | FA |[EA| 65 | TA| AE| 08 B|FC|5 |3E|4B|C6|D2| 79|20 |9A|DB|CO|FE| 78 |CD|5A | F4
C |BA| 78| 25 |2E| IC| A6 | B4 | C6 | ES|DD| 74 | IF | 4B | BD | 8B | 8A C|IF|DD|AS| 33 |8 |07 |C7|31|B1|12)10|59]| 27| 8 |EC| 5SF
D|70|3E|B5| 66 | 48| 03| F6|O0OE| 61 | 35|57 |BY| 8 | Cl|ID]|9E D|60]|51|7F|A9| 19 |B5|4A|O0D|2D | E5|7A | 9F | 93 | C9 | 9C | EF
E|EI|F8| 9|11 |69 |DY|SE|M|9B|1E| 8 |E9|CE| 55| 28 | DF E|AO|EO|3B|4D |AE|2A | F5 |BO|C8S|EB|BB|3C | 83| 53| 99| 61
F |8 | Al | 8 |0OD|BF|E6| 42 | 68 | 41 | 9 | 2D | OF | BO | 54 | BB | 16 F|l17]|2B| 04 |7E|BA| 77 |D6| 26 |E1| 69 ) 14 | 63| 55) 21 |0C|7D
(a) S-box (b) Inverse S-box




