Chapter Two

A Hill Cipher

The Hill cipher is a polygraphic substitution cipher based on linear algebra. developed by the
mathematician Lester S. Hill. It was the first polygraphic cipher in which it was practical to
operate on more than three symbols at once.

Encryption:

C=KPmaod 26.............. (15).
Decryption:
P=K1Cmod26............. (16).

like the other Digraphic ciphers, it acts on groups of letters. Unlike the others, though it is
extendable to work on different-sized blocks of letters. So, technically it is a polygraphic
substitution cipher, as it can work on digraphs, trigraphs (3 letter blocks), or theoretically any
sized blocks. in particular, requires the user to have an elementary understanding of Matrices. It
also makes use of Modulo Arithmetic. Because of this, the cipher has a significantly more
mathematical nature than some of the others. However, it is this nature that allows it to act
(relatively) easily on larger blocks of letters.



Encryption:

To encrypt a message using the Hill Cipher we must first turn our keyword into a key matrix (a 2 X 2 matrix
for working with digraphs, a 3 X 3 matrix for working with trigraphs, etc.).

We also turn the plaintext into digraphs (or trigraphs) and each of these into a column vector.

We then perform matrix multiplication modulo the length of the alphabet (i.e. 26) on each vector.
These vectors are then converted back into letters to produce the ciphertext.

To encrypt a message, each block of n letters (considered as an n-component vector) is multiplied by an
invertible n X n matrix, against modulus 26.

To decrypt the message, each block is multiplied by the inverse of the matrix used for encryption.

The matrix used for encryption is the cipher key, and it should be chosen randomly from the set of
invertible (modulo 26). The cipher can, of course, be adapted to an alphabet with any number of
letters; all arithmetic just needs to be done modulo the number of letters instead of modulo 26.

The key matrix must be a square matrix. For example:

Q U I][16 20 8
Key = VIEW = nsl vlv] = [241 282] Key=QUICKNESS=| C K N|=| 2 10 13]
E s sll4 18 18




Decryption:

In order to decrypt, we turn the ciphertext back into a vector, then simply multiply by the
inverse matrix of the key matrix. We must find the inverse matrix, then multiply the inverse by a
matrix by the column vectors that the ciphertext is split into, take the results modulo the length
of the alphabet, and finally convert the numbers back to letters.

Two complications exist in picking the encrypting matrix:
Not all matrices have an inverse.
1-The matrix will have an inverse if and only if its determinant is not zero.

2-The determinant of the encrypting matrix must not have any common factors with the
modular base.

Thus, if we work modulo 26 as above, the determinant must be nonzero, and must not be
divisible by 2 or 13.

If the determinant is O, or has common factors with the modular base, then the matrix cannot
be used in the Hill cipher, and another matrix must be chosen (otherwise it will not be possible

to decrypt).

Fortunately, matrices which satisfy the conditions to be used in the Hill cipher are fairly
common.



Example: Encrypt the plaintext “attack”, using Hill cipher for the given key = [g 2]

Ans. :

Encryption:

a Tt C
Since the key is a 2x2 Matrix, plaintext should be converted into vectors of length 2. So, [ ] t [ ]
t 12x1 L@ l5,q IKl2x1
Plaintext Alphabet | 3 c|dle|f|g]|h jlkf!I|m|n|lo|p|q|r|s|t|ju|lv|w|x|y]|z
Plaintext Value 4 6|7 9 |10{11|12(13(14|15(16(17|18|19|20|21|22|23|24|25
o a] _ [0 _[2 3]
1) 1%t Vector lt]le_ [19], key = [3 6
_ 12 3170 _2(0)+3(19)] _[57 _1571_[F
C=KPmod26= |7 6] [19]mod 26—[3(O)+6(19) mod26—[114] mod 26_[10] _[K]

2) 2" Vector l;]2x1= H)gl

) 12 3119 .
C=KPmod26=|5 ~ [O]modzs-[

3) 3" Vector [;]2x1= [120]

C=KP mod 26 = § 2] [120]mod26=[

Ciphertext: “FKMFIO”.

2(19) + 3 (0)
3(19) + 6 (0)

2(2) + 3 (10)
3(2) + 6 (10)

] mod 26= [g? mod 26 = [152] = lll\?/[]

]mod 26= [g’g] mod 26=[1i]=[(;]



Example: Decrypt the ciphertext“FKMFIO”, using Hill cipher for the given key = g 2 :

Ans. :
Plaintext Alphabet | a [b|c|d|e|f|g|h|i|j|k|I|m|n|o|p|qg|r|[s|t|u|v|w|x|y]|z
PlaintextValue |0 |1(2|3|4(5|6|7(8|9|10(11|12|13|14|15|16(17|18|19|20|21|22|23|24|25

P=K1Cmod26

1 1
Inverse of Key Matrix K ! = — adj (K) = K 1adj (K) = DI adj (K) = D! adj (K)

K]
determinant of Matrix D = ‘3 3‘ = |ad — bc|, whereD # 0
_12 3|_{19 _o|=
D-3 6-|12 9|=3

Now, find multiplicative inverse of determinant DD~! = 1 mod 26
Using hit and trialmethod3 D 1 = 1mod 26=3D"1mod26=1

3Xx9mod26 =27mod26 =1,D"1=9,
_b]

To find the adjoint of the Matrix A = [i 3], adj (A) = de a

Here, K = [g z], adj (K) = [_63 _23] - [263 223]



1 1
Inverse of Key Matrix K™! = — adj (K) = K 'adj (K) = — adj (K) = D! adj (K)

" K D
K-12 9[263 223] mod 26=[>* % |mod 25:[225 ig

Now, we will decrypt the cipher: FK MF 10

o= 8], L5 o= (¥, - 12 0= 4], = (2]

- r2 2515 _[2(5)+25(10) _[260 _[o7_[a
P=K'Cmod26= [, Tol[ 7 mod26= |, i T | mod 26=[ 30 [ mod 26=[ (] =[]
R 12 25112 _[2(12)+25(5) _[149 (1971t
P=KtCmod26= |, ol | |mod26=| ) g (5 | mod 26 390 | mod26= ] <] |
_— _[2 25|[8 _[2(8)+25(14) 1366 _[271_[¢€
P=KlCmod26= [, Tol[, [mod26=|) o " TN | mod 26=[ ) [ mod 26= [ (0]= [ ]

Plaintext: “attack”



Example: Encrypt the plaintext “safe messages”, using Hill cipher for the given key: “ciphering”.

Ans. : Plaintext Alphabet | a |b|c|d|e|[f|lg|h|i|j|k|]!I|m|n|o|p|q|r|s|t|u|lv|w|x|[y]|z
PlaintextValue |0 |1|2(3(4(5|6|7|8|9|10{11|12(13|14(15(16|17|18|19|20|21|22|23(24(25

Since key Is a 3 X 3 Matrix, plaintext should be converted into column vectors of length 3. i.e.

(n X 1) = (3 X 1) matrices. So, we get: saf, eme, ssa, ges.

el Lol Lt - Ll - L)

c i p 2 8 15
Key = ciphering=|h e r|=1|7 4 17].
i n g

8 13 6
2 8 15][18 2(18) +8(0) + 15(5) 111 7 H
C=KPmod26= |7 4 17‘ lol mod 26 = [7(18) + 4(0) + 17(5)| mod 26 = l211‘ mod 26 = IS =
8 13 6l1l5s 8(18) + 13(0) + 6(5) 174 18 S

D| .




2 8 15][4 2(4) +8(12) + 15(4) 164 8 I
C=KPmod26= |7 4 17|[12| mod26= (7(4)+4(12)+ 17(4)| mod 26 = l144‘ mod 26 = l14 =
8 13 6114 8(4) + 13(12) + 6(4) 212 4 E
2 8 15][18 2(18) + 8(18) + 15(0) 180 24 Y
C=KPmod26 = [7 4 17‘ [18 mod 26 = |7(18) + 4(18) + 17(0)| mod 26 = [198 mod 26 = [16 = Q] .
8 13 e6llo0 8(18) + 13(18) + 6(0) 378 14 0
2 8 15][6 2(6) + 8(4) +15(18) 314 2 C
C=KPmod26= |7 4 17||4 | mod26= (7(6)+ 4(4)+17(18)| mod 26 = I364‘ mod 26 = lO = |A] .
8 13 61118 8(6) + 13(4) + 6(18) 208 0 A

Ciphertext: “HDSIOEYQOCAA”

0.




Example: Decrypt the plaintext “HDSIOEYQOCAA”, using Hill cipher for the given key: “ciphering”.

Ans. : o ]
Y 241 [C 2
= , Q= |16],|A]l = |0].
18 O 141 LA 10
Plaintext Alphabet | 3 | b flglh|i|j|k|]!I|m|n|lo|p|lg|r|[s|t|u|v|w|x|y]|z
PlaintextValue |0 |1|2(3|4|5|6|7|8|9|10[11]|12|13|14|15|16|17|18|19|20|21|22|23|24|25
P=K 1 Cmod 26
1
Inverse of Key Matrix K1 = =K adj (K) = K 'adj (K) = DI adj (K) = D! adj (K)
a b c
det=|d e f :a‘ﬁ f‘—b‘d ﬂ+c‘d ﬁ=a(ei—fh)—b(di—fg)+c(dh—eg)
g h i
2 8 15
p=|7 4 17|=2]|% '7|-8 |7 17|+15| | =2 (24 - 221) - 8 (28 - 136) + 15(91 - 32) = 1243
38 13 6 13 8 13

DD 1=1mod26=1243.D 1 =1mod 26 = 1243 x5mod 26 = 6215 mod 26 = 1

D1=5



Now, we will find the inverse of (K).

1 a b ' 4 [+ei—fh) —(di-fg) +(dh-eg)]
K1= |D| adj(K)=Dladj(K)=|d e f| = ﬁ —(bi—ch) +(ai—cg) —(ah—Dbg)
g h i +(bf —ce) —(af —cd) +(ae—bd)]
1 2 8 1511 +(24 —221) —(42-136) +(91 — 32)]
K1= I adj(K)=D'adj(K)=1|7 4 17| =5|-(48-195) +(12-120) —(26 — 64)
8 13 6 +(136 —60) —(34—105) +(8—56)
_ 1T
+(=197) —-(-94) +(59) -197 94 5917' ~197 147 76
K1=5|-(-147) +(-108) —(-38)| =5|147 -108 38| = 5| 94 -108 71
- +(76) —(=71) +(—48) 76 71 —48 59 38 —48

—985 735 380 3 7 16
K1=1]470 -540 355 |mod26= (2 6 17|,

3 7 16
K_lz 2 6 17
295 190 —240 9 8 20

9 8 20




3 7 16] 17 3(7) +7(3) + 16(18) 330 18 s
P=K1Cmod26 = lz 6 17‘ 3 [ mod26 = (2(7)+6(3) +17(18)| mod 26 = l338‘ mod 26 = l 0 ‘ = la‘ .
9 8 20118 9(7) + 8(3) + 20(18) 447 5 f
3 7 16] 18" 3(8) +7(14) + 16(4) 186 4 e
P=K 1Cmod26 = [2 6 17‘ 14| mod 26 = |2(8) + 6(14) + 17(4)| mod 26 = [168 mod 26 = [12 = [m‘ .
9 8 201 [4. 9(8) + 8(14) +20(4) 264 4 e
3 7 16] [24 3(24) + 7(16) + 16(14) 18 s
P=K 1Cmod26 = lz 6 17] l16] mod 26 = |2(24) + 6(16) + 17(14)| mod 26 = lml = H .
9 8 201 [14 9(24) + 8(16) +20(14) 0 a
3 7 16] [2 3(2) + 7(0) + 16(0)] 6 g
P=K 1Cmod26 = lz 6 17] H mod 26 = |2(2) +6(0) +17(0)| mod26 = | 4 | = H .
9 8 20l lo 9(2) + 8(0) +20(0)] 18 S

plaintext “safe messages”



