
Hill Cipher

The Hill cipher is a polygraphic substitution cipher based on linear algebra. developed by the 

mathematician Lester S. Hill. It was the first polygraphic cipher in which it was practical to 
operate on more than three symbols at once.

Encryption:

C = K P mod 26 ………….(15).

Decryption:

P = 𝐊−𝟏C mod 26 …………(16).  

like the other Digraphic ciphers, it acts on groups of letters. Unlike the others, though it is 
extendable to work on different-sized blocks of letters. So, technically it is a polygraphic 
substitution cipher, as it can work on digraphs, trigraphs (3 letter blocks), or theoretically any 
sized blocks. in particular, requires the user to have an elementary understanding of Matrices. It 
also makes use of Modulo Arithmetic. Because of this, the cipher has a significantly more 
mathematical nature than some of the others. However, it is this nature that allows it to act 
(relatively) easily on larger blocks of letters.

Chapter Two



Encryption:

To encrypt a message using the Hill Cipher we must first turn our keyword into a key matrix (a 2 × 2 matrix

for working with digraphs, a 3 × 3 matrix for working with trigraphs, etc.). 

We also turn the plaintext into digraphs (or trigraphs) and each of these into a column vector. 

We then perform matrix multiplication modulo the length of the alphabet (i.e. 26) on each vector. 

These vectors are then converted back into letters to produce the ciphertext.

To encrypt a message, each block of n letters (considered as an n-component vector) is multiplied by an

invertible n × n matrix, against modulus 26. 

To decrypt the message, each block is multiplied by the inverse of the matrix used for encryption. 

The matrix used for encryption is the cipher key, and it should be chosen randomly from the set of

invertible (modulo 26). The cipher can, of course, be adapted to an alphabet with any number of 

letters; all arithmetic just needs to be done modulo the number of letters instead of modulo 26.

The key matrix must be a square matrix. For example:

Key = VIEW = 
𝐕 𝐈
𝐄 𝐖

= 
𝟐𝟏 𝟖
𝟒 𝟐𝟐

Key = QUICKNESS = 
𝐐 𝐔 𝐈
𝐂 𝐊 𝐍
𝐄 𝐒 𝐒

= 
𝟏𝟔 𝟐𝟎 𝟖
𝟐 𝟏𝟎 𝟏𝟑
𝟒 𝟏𝟖 𝟏𝟖



Decryption:
In order to decrypt, we turn the ciphertext back into a vector, then simply multiply by the 
inverse matrix of the key matrix. We must find the inverse matrix, then multiply the inverse by a 
matrix by the column vectors that the ciphertext is split into, take the results modulo the length 
of the alphabet, and finally convert the numbers back to letters. 

Two complications exist in picking the encrypting matrix:

Not all matrices have an inverse.

1-The matrix will have an inverse if and only if its determinant is not zero.

2-The determinant of the encrypting matrix must not have any common factors with the 
modular base.

Thus, if we work modulo 26 as above, the determinant must be nonzero, and must not be 
divisible by 2 or 13.

If the determinant is 0, or has common factors with the modular base, then the matrix cannot 
be used in the Hill cipher, and another matrix must be chosen (otherwise it will not be possible 
to decrypt). 

Fortunately, matrices which satisfy the conditions to be used in the Hill cipher are fairly 
common.



Example: Encrypt the plaintext “attack”, using Hill cipher for the given key =
2 3
3 6

.

Ans. :

Since the key is a 2x2 Matrix, plaintext should be converted into vectors of length 2. So,
𝐚
𝐭 𝟐𝒙𝟏

𝐭
𝐚 𝟐𝒙𝟏

𝐜
𝐤 𝟐𝐱𝟏

Encryption:

1) 1st Vector  
𝐚
𝐭 𝟐𝒙𝟏

=  
𝟎
𝟏𝟗

, key =
𝟐 𝟑
𝟑 𝟔

, 

C = K P mod 26 =
𝟐 𝟑
𝟑 𝟔

𝟎
𝟏𝟗

mod 26 =
𝟐 𝟎 + 𝟑 (𝟏𝟗)

𝟑 𝟎 + 𝟔 (𝟏𝟗)
mod 26= 

𝟓𝟕
𝟏𝟏𝟒

mod 26 = 
𝟓
𝟏𝟎

= 
𝐅
𝐊

2) 2nd Vector
𝐭
𝐚 𝟐𝒙𝟏

=  
𝟏𝟗
𝟎

C = K P mod 26 = 
𝟐 𝟑
𝟑 𝟔

𝟏𝟗
𝟎

mod 26 = 
𝟐 𝟏𝟗 + 𝟑 (𝟎)

𝟑 𝟏𝟗 + 𝟔 (𝟎)
mod 26= 

𝟑𝟖
𝟓𝟕

mod 26 = 
𝟏𝟐
𝟓

= 
𝐌
𝐅

3)   3rd Vector
𝐜
𝐤 𝟐𝒙𝟏

=  
𝟐
𝟏𝟎

C = K P mod 26 = 
𝟐 𝟑
𝟑 𝟔

𝟐
𝟏𝟎

mod 26 = 
𝟐 𝟐 + 𝟑 (𝟏𝟎)

𝟑 𝟐 + 𝟔 (𝟏𝟎)
mod 26= 

𝟑𝟒
𝟔𝟔

mod 26 = 
𝟖
𝟏𝟒

= 
𝐈
𝐎

Ciphertext: “FKMFIO”.  



Example: Decrypt the ciphertext“FKMFIO”, using Hill cipher for the given key =
2 3
3 6

.

Ans. :

P = 𝐊−𝟏 C mod 26

𝐈𝐧𝐯𝐞𝐫𝐬𝐞 𝐨𝐟 𝐊𝐞𝐲𝐌𝐚𝐭𝐫𝐢𝐱 𝐊−𝟏 =
𝟏

𝐊
𝐚𝐝𝐣 𝐊 = 𝐊−𝟏 𝐚𝐝𝐣 𝐊 =

𝟏

𝐃
𝐚𝐝𝐣 𝐊 = 𝐃−𝟏 𝐚𝐝𝐣 (𝐊)

𝐝𝐞𝐭𝐞𝐫𝐦𝐢𝐧𝐚𝐧𝐭 𝐨𝐟 𝐌𝐚𝐭𝐫𝐢𝐱 𝐃 =
𝐚 𝐛
𝐜 𝐝

= 𝐚𝐝 − 𝐛𝐜 , 𝐰𝐡𝐞𝐫𝐞 𝐃 ≠ 𝟎

D = 
𝟐 𝟑
𝟑 𝟔

= 𝟏𝟐 − 𝟗 = 3

Now, find multiplicative inverse of determinant 𝐃𝐃−𝟏 = 𝟏𝐦𝐨𝐝 𝟐𝟔

Using  hit and trial method 3 𝐃−𝟏 ≡ 𝟏𝒎𝒐𝒅 𝟐𝟔 = 3 𝐃−𝟏mod 26 = 1

3 × 𝟗𝐦𝐨𝐝 𝟐𝟔 = 𝟐𝟕𝐦𝐨𝐝 𝟐𝟔 = 𝟏,𝐃−𝟏= 9.

To find the adjoint of the Matrix 𝐀 =
𝐚 𝐛
𝐜 𝐝

, adj (A) = 
𝐝 −𝐛
−𝐜 𝐚

Here, 𝐊 =
𝟐 𝟑
𝟑 𝟔

, adj (K) = 
𝟔 −𝟑
−𝟑 𝟐

= 
𝟔 𝟐𝟑
𝟐𝟑 𝟐



𝐈𝐧𝐯𝐞𝐫𝐬𝐞 𝐨𝐟 𝐊𝐞𝐲𝐌𝐚𝐭𝐫𝐢𝐱 𝐊−𝟏 =
𝟏

𝐊
𝐚𝐝𝐣 𝐊 = 𝐊−𝟏 𝐚𝐝𝐣 𝐊 =

𝟏

𝐃
𝐚𝐝𝐣 𝐊 = 𝐃−𝟏 𝐚𝐝𝐣 (𝐊)

𝐊−𝟏= 9 
𝟔 𝟐𝟑
𝟐𝟑 𝟐

mod 26 = 𝟓𝟒 𝟐𝟎𝟕
𝟐𝟎𝟕 𝟏𝟖

mod 26 = 
𝟐 𝟐𝟓
𝟐𝟓 𝟏𝟖

Now, we will decrypt the cipher: FK  MF  IO

C =  
𝐅
𝐊 𝟐𝐱𝟏

=  𝟓
𝟏𝟎

, C =  
𝐌
𝐅 𝟐𝐱𝟏

=  𝟏𝟐
𝟓

, C =  
𝐈
𝐎 𝟐𝐱𝟏

=  𝟖
𝟏𝟒

P = 𝐊−𝟏 C mod 26 = 
𝟐 𝟐𝟓
𝟐𝟓 𝟏𝟖

𝟓
𝟏𝟎

mod 26 = 
𝟐 𝟓 + 𝟐𝟓 (𝟏𝟎)

𝟐𝟓 𝟓 + 𝟏𝟖 (𝟏𝟎)
mod 26= 

𝟐𝟔𝟎
𝟑𝟎𝟓

mod 26 = 
𝟎
𝟏𝟗

= 
𝐚
𝐭

P = 𝐊−𝟏 C mod 26 = 
𝟐 𝟐𝟓
𝟐𝟓 𝟏𝟖

𝟏𝟐
𝟓

mod 26 = 
𝟐 𝟏𝟐 + 𝟐𝟓 (𝟓)

𝟐𝟓 𝟏𝟐 + 𝟏𝟖 (𝟓)
mod 26= 

𝟏𝟒𝟗
𝟑𝟗𝟎

mod 26 = 
𝟏𝟗
𝟎

= 
𝐭
𝐚

P = 𝐊−𝟏 C mod 26 = 
𝟐 𝟐𝟓
𝟐𝟓 𝟏𝟖

𝟖
𝟏𝟒

mod 26 = 
𝟐 𝟖 + 𝟐𝟓 (𝟏𝟒)

𝟐𝟓 𝟖 + 𝟏𝟖 (𝟏𝟒)
mod 26= 

𝟑𝟔𝟔
𝟒𝟓𝟐

mod 26 = 
𝟐
𝟏𝟎

= 
𝐜
𝐤

Plaintext: “attack”



Example: Encrypt the plaintext “safe messages”, using Hill cipher for the given key: “ciphering”.
Ans. :

Since key is a 3 × 3 Matrix, plaintext should be converted into column vectors of length 3. i.e. 

(n × 1) ≡ (3 × 1) matrices. So, we get: saf, eme, ssa, ges.

𝐬
𝐚
𝐟
=

𝟏𝟖
𝟎
𝟓

,
𝐞
𝐦
𝐞

=
𝟒
𝟏𝟐
𝟒

,
𝐬
𝐬
𝐚

=
𝟏𝟖
𝟏𝟖
𝟎

,
𝐠
𝐞
𝐬

=
𝟔
𝟒
𝟏𝟖

.

𝐊𝐞𝐲 = ciphering =

𝒄 𝒊 𝒑
𝒉 𝒆 𝒓
𝒊 𝒏 𝒈

=
𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

.

𝐂 = 𝐊 𝐏𝐦𝐨𝐝 𝟐𝟔 =
𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

𝟏𝟖
𝟎
𝟓

𝐦𝐨𝐝 𝟐𝟔 =

𝟐 𝟏𝟖 + 𝟖 𝟎 + 𝟏𝟓(𝟓)

𝟕 𝟏𝟖 + 𝟒 𝟎 + 𝟏𝟕(𝟓)

𝟖 𝟏𝟖 + 𝟏𝟑 𝟎 + 𝟔(𝟓)

𝐦𝐨𝐝 𝟐𝟔 =
𝟏𝟏𝟏
𝟐𝟏𝟏
𝟏𝟕𝟒

𝐦𝐨𝐝 𝟐𝟔 =
𝟕
𝟑
𝟏𝟖

=
𝐇
𝐃
𝐒

.



𝐂 = 𝐊 𝐏𝐦𝐨𝐝 𝟐𝟔 =
𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

𝟒
𝟏𝟐
𝟒

𝐦𝐨𝐝 𝟐𝟔 =

𝟐 𝟒 + 𝟖 𝟏𝟐 + 𝟏𝟓(𝟒)

𝟕 𝟒 + 𝟒 𝟏𝟐 + 𝟏𝟕(𝟒)

𝟖 𝟒 + 𝟏𝟑 𝟏𝟐 + 𝟔(𝟒)

𝐦𝐨𝐝 𝟐𝟔 =
𝟏𝟔𝟒
𝟏𝟒𝟒
𝟐𝟏𝟐

𝐦𝐨𝐝 𝟐𝟔 =
𝟖
𝟏𝟒
𝟒

=
𝐈
𝐎
𝐄

.

𝐂 = 𝐊 𝐏𝐦𝐨𝐝 𝟐𝟔 =
𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

𝟏𝟖
𝟏𝟖
𝟎

𝐦𝐨𝐝 𝟐𝟔 =

𝟐 𝟏𝟖 + 𝟖 𝟏𝟖 + 𝟏𝟓(𝟎)

𝟕 𝟏𝟖 + 𝟒 𝟏𝟖 + 𝟏𝟕(𝟎)

𝟖 𝟏𝟖 + 𝟏𝟑 𝟏𝟖 + 𝟔(𝟎)

𝐦𝐨𝐝 𝟐𝟔 =
𝟏𝟖𝟎
𝟏𝟗𝟖
𝟑𝟕𝟖

𝐦𝐨𝐝 𝟐𝟔 =
𝟐𝟒
𝟏𝟔
𝟏𝟒

=
𝐘
𝐐
𝐎

.

𝐂 = 𝐊 𝐏𝐦𝐨𝐝 𝟐𝟔 =
𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

𝟔
𝟒
𝟏𝟖

𝐦𝐨𝐝 𝟐𝟔 =

𝟐 𝟔 + 𝟖 𝟒 + 𝟏𝟓(𝟏𝟖)

𝟕 𝟔 + 𝟒 𝟒 + 𝟏𝟕(𝟏𝟖)

𝟖 𝟔 + 𝟏𝟑 𝟒 + 𝟔(𝟏𝟖)

𝐦𝐨𝐝 𝟐𝟔 =
𝟑𝟏𝟒
𝟑𝟔𝟒
𝟐𝟎𝟖

𝐦𝐨𝐝 𝟐𝟔 =
𝟐
𝟎
𝟎

=
𝐂
𝐀
𝐀

.

Ciphertext: “HDSIOEYQOCAA”



Example: Decrypt the plaintext “HDSIOEYQOCAA”, using Hill cipher for the given key: “ciphering”.
Ans. :

H
D
S

=
7
3
18

,
I
O
E

=
8
14
4

,
Y
Q
O

=
24
16
14

,
C
A
A

=
2
0
0
.

P = 𝐊−𝟏 C mod 26     

𝐈𝐧𝐯𝐞𝐫𝐬𝐞 𝐨𝐟 𝐊𝐞𝐲 𝐌𝐚𝐭𝐫𝐢𝐱 𝐊−𝟏 =
𝟏

𝐊
𝐚𝐝𝐣 𝐊 = 𝐊−𝟏 𝐚𝐝𝐣 𝐊 =

𝟏

𝐃
𝐚𝐝𝐣 𝐊 = 𝐃−𝟏 𝐚𝐝𝐣 (𝐊)

𝐝𝐞𝐭 =
𝐚 𝐛 𝐜
𝐝 𝐞 𝐟
𝐠 𝐡 𝐢

= 𝐚
𝐞 𝐟
𝐡 𝐢

− 𝐛
𝐝 𝐟
𝐠 𝐢

+ 𝐜
𝐝 𝐞
𝐠 𝐡

= 𝐚 𝐞𝐢 − 𝐟𝐡 − 𝐛 𝐝𝐢 − 𝐟𝐠 + 𝐜 𝐝𝐡 − 𝐞𝐠

𝐃 =
𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

= 𝟐
𝟒 𝟏𝟕
𝟏𝟑 𝟔

− 𝟖
𝟕 𝟏𝟕
𝟖 𝟔

+ 𝟏𝟓
𝟕 𝟒
𝟖 𝟏𝟑

= 𝟐 𝟐𝟒 − 𝟐𝟐𝟏 − 𝟖 𝟐𝟖− 𝟏𝟑𝟔 + 𝟏𝟓 𝟗𝟏 − 𝟑𝟐 = 𝟏𝟐𝟒𝟑

𝐃𝐃−𝟏 ≡ 𝟏𝐦𝐨𝐝 𝟐𝟔 = 𝟏𝟐𝟒𝟑 . 𝐃−𝟏 ≡ 𝟏𝐦𝐨𝐝 𝟐𝟔 = 𝟏𝟐𝟒𝟑 × 𝟓𝐦𝐨𝐝 𝟐𝟔 = 𝟔𝟐𝟏𝟓𝐦𝐨𝐝 𝟐𝟔 = 𝟏
,

𝐃−𝟏 = 𝟓



Now, we will find the inverse of (K).

𝐊−𝟏 =
𝟏

𝐃
𝐚𝐝𝐣 𝐊 = 𝐃−𝟏 𝐚𝐝𝐣 𝐊 =

𝐚 𝐛 𝐜
𝐝 𝐞 𝐟
𝐠 𝐡 𝐢

−𝟏

=
𝟏

𝐃

+ 𝐞𝐢 − 𝐟𝐡 − 𝐝𝐢 − 𝐟𝐠 + 𝐝𝐡 − 𝐞𝐠

− 𝐛𝐢 − 𝐜𝐡 + 𝐚𝐢 − 𝐜𝐠 − 𝐚𝐡 − 𝐛𝐠

+ 𝐛𝐟 − 𝐜𝐞 − 𝐚𝐟 − 𝐜𝐝 + 𝐚𝐞 − 𝐛𝐝

𝐓

𝐊−𝟏 =
𝟏

𝐃
𝐚𝐝𝐣 𝐊 = 𝐃−𝟏 𝐚𝐝𝐣 𝐊 =

𝟐 𝟖 𝟏𝟓
𝟕 𝟒 𝟏𝟕
𝟖 𝟏𝟑 𝟔

−𝟏

= 𝟓

+ 𝟐𝟒 − 𝟐𝟐𝟏 − 𝟒𝟐 − 𝟏𝟑𝟔 + 𝟗𝟏 − 𝟑𝟐

− 𝟒𝟖 − 𝟏𝟗𝟓 + 𝟏𝟐 − 𝟏𝟐𝟎 − 𝟐𝟔 − 𝟔𝟒

+ 𝟏𝟑𝟔 − 𝟔𝟎 − 𝟑𝟒 − 𝟏𝟎𝟓 + 𝟖 − 𝟓𝟔

𝐓

𝐊−𝟏 = 𝟓

+ −𝟏𝟗𝟕 − −𝟗𝟒 + 𝟓𝟗

− −𝟏𝟒𝟕 + −𝟏𝟎𝟖 − −𝟑𝟖

+ 𝟕𝟔 − −𝟕𝟏 + −𝟒𝟖

𝐓

= 𝟓
−𝟏𝟗𝟕 𝟗𝟒 𝟓𝟗
𝟏𝟒𝟕 −𝟏𝟎𝟖 𝟑𝟖
𝟕𝟔 𝟕𝟏 −𝟒𝟖

𝐓

= 𝟓
−𝟏𝟗𝟕 𝟏𝟒𝟕 𝟕𝟔
𝟗𝟒 −𝟏𝟎𝟖 𝟕𝟏
𝟓𝟗 𝟑𝟖 −𝟒𝟖

𝐊−𝟏 =
−𝟗𝟖𝟓 𝟕𝟑𝟓 𝟑𝟖𝟎
𝟒𝟕𝟎 −𝟓𝟒𝟎 𝟑𝟓𝟓
𝟐𝟗𝟓 𝟏𝟗𝟎 −𝟐𝟒𝟎

𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟕 𝟏𝟔
𝟐 𝟔 𝟏𝟕
𝟗 𝟖 𝟐𝟎

, 𝐊−𝟏 =

𝟑 𝟕 𝟏𝟔
𝟐 𝟔 𝟏𝟕
𝟗 𝟖 𝟐𝟎



𝐏 = 𝐊−𝟏 𝐂 𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟕 𝟏𝟔
𝟐 𝟔 𝟏𝟕
𝟗 𝟖 𝟐𝟎

𝟕
𝟑
𝟏𝟖

𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟕 + 𝟕 𝟑 + 𝟏𝟔(𝟏𝟖)

𝟐 𝟕 + 𝟔 𝟑 + 𝟏𝟕(𝟏𝟖)

𝟗 𝟕 + 𝟖 𝟑 + 𝟐𝟎(𝟏𝟖)

𝐦𝐨𝐝 𝟐𝟔 =
𝟑𝟑𝟎
𝟑𝟑𝟖
𝟒𝟒𝟕

𝐦𝐨𝐝 𝟐𝟔 =
𝟏𝟖
𝟎
𝟓

=
𝐬
𝐚
𝐟

.

𝐏 = 𝐊−𝟏 𝐂 𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟕 𝟏𝟔
𝟐 𝟔 𝟏𝟕
𝟗 𝟖 𝟐𝟎

𝟖
𝟏𝟒
𝟒

𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟖 + 𝟕 𝟏𝟒 + 𝟏𝟔(𝟒)

𝟐 𝟖 + 𝟔 𝟏𝟒 + 𝟏𝟕(𝟒)

𝟗 𝟖 + 𝟖 𝟏𝟒 + 𝟐𝟎(𝟒)

𝐦𝐨𝐝 𝟐𝟔 =
𝟏𝟖𝟔
𝟏𝟔𝟖
𝟐𝟔𝟒

𝐦𝐨𝐝 𝟐𝟔 =
𝟒
𝟏𝟐
𝟒

=
𝐞
𝐦
𝐞

.

𝐏 = 𝐊−𝟏 𝐂𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟕 𝟏𝟔
𝟐 𝟔 𝟏𝟕
𝟗 𝟖 𝟐𝟎

𝟐𝟒
𝟏𝟔
𝟏𝟒

𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟐𝟒 + 𝟕 𝟏𝟔 + 𝟏𝟔(𝟏𝟒)

𝟐 𝟐𝟒 + 𝟔 𝟏𝟔 + 𝟏𝟕(𝟏𝟒)

𝟗 𝟐𝟒 + 𝟖 𝟏𝟔 + 𝟐𝟎(𝟏𝟒)

𝐦𝐨𝐝 𝟐𝟔 =
𝟏𝟖
𝟏𝟖
𝟎

=
𝐬
𝐬
𝐚

.

𝐏 = 𝐊−𝟏 𝐂𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟕 𝟏𝟔
𝟐 𝟔 𝟏𝟕
𝟗 𝟖 𝟐𝟎

𝟐
𝟎
𝟎

𝐦𝐨𝐝 𝟐𝟔 =

𝟑 𝟐 + 𝟕 𝟎 + 𝟏𝟔(𝟎)

𝟐 𝟐 + 𝟔 𝟎 + 𝟏𝟕(𝟎)

𝟗 𝟐 + 𝟖 𝟎 + 𝟐𝟎(𝟎)

𝐦𝐨𝐝 𝟐𝟔 =
𝟔
𝟒
𝟏𝟖

=
𝐠
𝐞
𝐬

.

plaintext “safe messages”


