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CHAPTER FOUR
CRYPTANALYSIS OF TRANSPOSITION
CIPHER PROBLEMS USING COMBINATORILAL
OPTIMIZATION PROBLEMS TECHNIQUES

4.2 Cryptanalysis of TCP

4.2.1 Proposed Cryptanalysis Tools

In general, the literatures assign that, in almost situations, there is no direct
solution (decryption) for TCP when using any classical or modern cryptanalysis tools.
As usual in cryptanalysis the TCP, the final obtained key, as a result from the
cryptanalysis process, will be used to decrypt the cipher text (CT) using decryption
key (DK), if the plain text (PT) is not really correct we will still swapping between
some wrong positions of the key until we gain good readable text, then we can say
that we obtain the actual DK (ADK).

We treat the TCP as a COP. In this manner, we introduce a new study about the
diagram (DG), trigram (TG) and quadgram (QG) (4 contagious letters) frequency of
PT letters with length L=10000 letters, we called these frequencies as desired
frequencies. We take in consideration the most frequent samples in PT, so we use the

following notations:

D! : Desired Frequency of DG (d-gram) of letter i.
O! : Observed Frequency of DG (d-gram) of letter i.
D; : Desired Frequency of TG (t-gram) of letter i.
O; : Observed Frequency of TG (t-gram) of letter i.
D! : Desired Frequency of QG (q-gram) of letter i.
O! : Observed Frequency of QG (g-gram) of letter i.
Where 1='a','b',...,'Z'.

In general let P(X') = ;(IJ be the probability of X (=D or =0O) desired (D) or

observed (O) frequency of j-gram (j=d, t and q), for the letter i s.t.
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XJ

P(xg)zf;zxg .(41)
> X
Xi= T ,where j=d,t,q. L=L-1, L'=L-2 and L=L-3.  ...(4.2)

where Xis the arithmetic mean of Xijfrequency and L is the length of PT.

The results of the desired frequency of the three samples of our study for the English
language are illustrated in tables (4.1,2,3) for L=10000.

Table (4.1): Desired frequency of the most common DG (80 DGS).

Samples (S)
7 8 9
AT | BE | CA
47 | 51
EN | EO
62
IS | IT
83
NS
48
RO
99
uT
46

DY == ..(4.3)

From table (4.1), D“=0.6471 and for the most (80) DG frequency, these DG
filtered when D >TD=0.004.
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Table (4.2): Desired frequency of the most common TGs (52 TGs).

Samples
6 | 7] 8

BAB | BIL | COM
31 | 31| 29

35 | 37 | 28

35|41 | 31

25 | 38

D' == .(4.4)

From table (4.2), D"'= 0.1901, for the most (52) TG frequency, these filtered
when D'>TT =0.0022 is a TG-threshold.

Table (4.3): Desired frequency of the most common QGs (21 QGSs).

Samples
5 6 7

ETHE | FTHE | ILIT
28 33 31

23 29 28

D = am ...(45)

From table (4.3), D= 0.0614, for the most (21) QG frequency, these filtered
when D?>TQ =0.002 is a QG-threshold.
4.2.2 Proposed Cryptanalysis Objective Functions

From equations (4.3-4.5), the sum of the most high frequency (SMHF) for PT

and CT are calculated in equations (4.6) and (4.7) respectively.
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SMHF(M) =D‘+D"'+D* ...(4.6)

SMHF(C) =0‘+0'+ 0" ...(4.7)

The O’of letters of CT are the corresponding to the letters of PT frequency D’
mentioned in equation (4.6), where j=d, t, .

It's clear that for L=10000 PT letters the SMHF(M)=0.6471+0.1901
+0.0614=0.8986.

Of course we are interest in SMHF for PT and CT. Table (4.4) shows the values
of SMHF for PT and CT for text with length L=(start=1000,(step=1000),end=10000)
letters.

Table (4.4): Values of SMHF(M) and SMHF(C) for text with different L.

SMHE L x1000 letters
4 5 6 7

SMHF(M) 0.894 | 0.868 | 0.862 | 0.887
SMHF(C) 0.527 | 0.512 | 0.498 | 0.476

Now we have another measure to diagnose the TC which is called the
coincidence of desired frequency (CDF) for PT. This value can be calculated as

follows:

'2227'

+ 2

i='aaaa’

'z27'

+ 2

i="aaa’

~

D! —O! D: - O| ...(4.8)

CDF =3 |B: - O

The frequency in equation (4.8), are for all combinations of two, three and four
letters sample in PT or CT. Table (4.5) shows the CDF values for different L for PT
and CT.

Table (4.5): The CDF values for different L for PT and CT.

CDE L x1000 letters
4 5 6 7

CDF(M) 0.176 | 0.159 | 0.117 | 0.080
CDF(C) 0.590 | 0.593 | 0.594 | 0.594

Note that the CDF(M) values, for different text lengths, is in continuous

decreasing, while the CDF(C) values are in stable context. Notes that the worst case
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for CDF(M) function is 0.352 for L=1000 and worst case for CDF(C) function is 0.59
for L=4000 (shaded cells).

4.2.3 TCP Formulation

The cryptanalysis of TCP can be treated as a COP with two objective functions
(TOF). Suppose that the encryption key (EK) treated as a sequence o=(1,2,...,n),
where n is the length of the EK (or DK), s.t.

TOF (n,6)={Max SMHF, Min CDF} ...(4.9)

The two objectives aggregated into one composite single objective function for
n key length for the sequence o (SOF(n,c)), where SOF is a single objective function.
Since 0<CDF<1 and Min{CDF}= Max{1-CDF}, hence the TCP can be written as

follows:

SOF(n,5)= Max {SMHF+1-CDF} )

S. t.

0.8622 <O+ 0"'+0°<1.375 | (P)
0< 3 |B? - O+ 3 B -0+ 3 |Br - O7[<0.352
5°.0',0°.5°.51,50 20 j

Where 5?,5:,5? are known from tables (4.1), (4.2) and (4.3).



