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Abstract:

Summary from the folds of our project that it is possible to encode the
message with one of the encryption algorithms and steganography the text
inside the colored image, First, we encrypted the text by the Playfair
encryption algorithm, Then we analyzed the image to its three colors red,
green and blue (RGB).The second stage, we embed the text message inside

the blue band of the image.
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Introduction

Chapter One



1.1- Introduction:

Steganography is the technique of hiding secret data within an ordinary,
non-secret, file or message in order to avoid detection; the secret data is
then extracted at its destination. The use of steganography can be combined
with encryption as an extra step for hiding or protecting data.[1]

The word steganography is derived from the Greek words steganos
(meaning hidden or covered) and the Greek root graph (meaning to
write).[2]

The primary goal of hiding information is to avoid drawing attention to the
transmission of hidden information. If suspicions arise, it is this goal that
was planned to achieve the security of the secret message because if the
hackers notice any change in the sent message, this observer will try to find
out the information hidden inside the message.[2]

1.2  Project Objectives:

Below are the objectives for which the project was implemented:

1-Encrypting text and hide in image.

2-Analyzing the colored image into three colors

(Red,Green,Blue).

3-Hide the encrypted text in blue image to reduce the distortion of Image
quality.

1.3 Steganography:
Steganography is the practice of concealing a file, message, image, or video

within another file, message, image, or video.


https://en.wikipedia.org/wiki/Steganography
https://en.wikipedia.org/wiki/Steganography

1.4 The advantage of steganography over cryptography:

The advantage of steganography over cryptography alone is that the
intended secret message does not attract attention to itself as an object of
scrutiny. Plainly visible encrypted messages, no matter how unbreakable
they are, arouse interest and may in themselves be incriminating in
countries in which encryption is illegal. In other words, steganography is
more discreet than cryptography when we want to send a secret

information. On the other hand, the hidden message is easier to extract. [4]

1.5 ENHANCED LEAST SIGNIFICANT BIT TECHNIQUE

LSB algorithm hide information in the least significant bit of each color
i.e. RGB of the carrier image. The problem states from the fact that
modifying the three colors of a pixel produces a major distortion in the
resulting color. So the one method that would introduce more efficiency
and less distortion is Enhanced Least Significant Bit. The proposed
technque works in the spatial domain. It improves performance of LSB by
hiding information in only one of the three colors that is blue color of the
carrier image and it used three least significant bits in the cover to hide the
message. [10]

Comparative Analysis of Least Significant Bit and Enhanced Least
Significant Bit Encoding Technique

If a pixel of the cover image with the RGB (Red-Green-Blue code) color
ABABAS8 # is used, binary 10101000-10101000-10101000 to hide the
message 111, the result would be (10101001-10101001-10101001):

Results obtained hiding the message 111 in the pixel 10101000-10101000-
10101000 with the LSB method


https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Encryption

Table 1: Results with LSB method

Hexadecimal | Decimal Red Green Blue
Original AB8ASBAS 11053224 | 168 168 168
pixel
Modified A9A9A9 11119017 | 169 169 169
pixel

The three least significant bits of the pixel have changed, introducing a
small distortion, but the difference between the old and new color
represents a leap of 65793 colors in the scale of colors. Enhanced LSB
method that would introduce more efficiency and less distortion would
store the 3 bits of information to hide in the same color. Using the same
example, the 3 bits of information will be introduced in the 3 LSB bits of

blue color (10101000-10101111-10101111):

Results obtained hiding the message 111 in the pixel 10101000-10101000-

10101000 with the ELSB method:

Table 2: Results with ELSB method

Hexadecimal | Decimal Red Green Blue
Original ABABAS 11053224 | 168 168 168
pixel
Modified A9A9A9 11053231 | 168 168 175
pixel

In this case the leap in the scale of colors is 7.[4]




1.6 Types of Steganography Techniques

There are several types and forms of steganography, and in the sections
below, we’ll explore a few interesting and commonly used ones. Broadly

steganography techniques could be classified into

Physical: One that does not involve the use of digital mediums or files.

Examples of such techniques include

1. Passing messages written with invisible ink, which can then be read by
the intended recipient by applying certain chemical techniques

. By using ciphering techniques to hide information within textual
information. Here is an example of a null cypher technique used by
a prisoner to convey a secret message to his outfit, which was
intercepted and decoded by the FBI. See graphic below, which
looks like an ordinary letter, however, when one looks at every fifth
word (highlighted in red) it reveals a plot to murder someone i.e,
refer to the last few red words “IF GUILTY OF WRITEUP, HE
SHOULD BE HIT.”



Microdots involve shrinking messages to such tiny dimensions, they
are made almost invisible. These also involve positioning ‘hard-to-see’ dots

within a message to convey a specific message.

Digital: Involves the usage of digital mediums such as hiding
information within . [4]
1. Text files
2. Image or picture files
3. Audio files
4. Video files

1.7 Cryptosystem:

A cryptosystem is a structure or scheme consisting of a set of algorithms
that converts plaintext to ciphertext to encode or decode messages securely.
The term “cryptosystem” is shorthand for “cryptographic system” and
refers to a computer system that employs cryptography, a method of
protecting information and communications through the use of codes so
that only those for whom the information is intended can read and process
it. [5]

To help keep data secure, cryptosystems incorporate the algorithms for key
generation, encryption and decryption techniques. At the heart of
cryptographic operations is a cryptographic key, a string of bits used by a
cryptographic algorithm to transform plain text into cipher text or the
reverse. The key is part of the variable data provided as input to a
cryptographic algorithm to execute this sort of operation. The

cryptographic scheme’s security depends on the security of the keys used.

[5]


https://www.techtarget.com/searchsecurity/definition/plaintext
https://www.techtarget.com/searchsecurity/definition/plaintext
https://www.techtarget.com/searchsecurity/definition/cipher
https://www.techtarget.com/searchsecurity/definition/cipher
https://www.techtarget.com/searchsecurity/definition/encryption
https://www.techtarget.com/searchsecurity/definition/encryption

Cryptosystems are used for sending messages in a secure manner over the
internet, such as credit card information and other private data. In another
application of cryptography, a system for secure electronic mail might include
methods for digital signatures, cryptographic hash functions and key

management techniques. [5]

Receiver
encryption key decryption key
plaintext : Ciphertext ; plaintext
»| Encryption y| Decryption 5
algorithm ' algorithm
Interceptor

FIGURE (1.1) Encryption and decryption

The illustration shows a sender who wants to transfer some sensitive data to
a receiver in such a way that any party intercepting or eavesdropping on the
communication channel cannot extract the data. The objective of this
simple cryptosystem is that at the end of the process, only the sender and

the receiver will know the plaintext. [6]


https://searchsqlserver.techtarget.com/definition/hashing
https://searchsqlserver.techtarget.com/definition/hashing
https://www.techtarget.com/searchdatabackup/definition/encryption-key-management
https://www.techtarget.com/searchdatabackup/definition/encryption-key-management
https://www.techtarget.com/searchdatabackup/definition/encryption-key-management
https://www.techtarget.com/searchdatabackup/definition/encryption-key-management

Components of cryptosystems
A basic cryptosystem includes the following components:

Plaintext- This is the data that needs to be protected.
Encryption algorithm- This is the mathematical algorithm that takes

plaintext as the input and returns ciphertext. It also produces the unique
encryption key for that text.
Ciphertext- This is the encrypted, or unreadable, version of the plaintext.
Decryption algorithm- This is the mathematical algorithm that takes
ciphertext as the input and decodes it into plaintext. It also uses the
unique decryption key for that text.
Encryption key- This is the value known to the sender that is used to
compute the ciphertext for the given plaintext.
Decryption key- This is the value known to the receiver that is used to

decode the given ciphertext into plaintext. [7]
Types of cryptosystems

Cryptosystems are categorized by the method they use to encrypt data, either

symmetrically or asymmetrically.

1. symmetric key encryption is when the cryptosystem uses the same key
for both encryption and decryption. In this method, keys are shared with both
parties prior to transmission and are changed regularly to prevent any system
attacks.

2. Asymmetric key encryption is when the cryptosystem uses different
keys for encryption and decryption. However, the keys are mathematically
related. In this method, each party has their own pair of keys that is

exchanged during transmission. [7]


https://www.techtarget.com/searchsecurity/definition/asymmetric-cryptography
https://www.techtarget.com/searchsecurity/definition/asymmetric-cryptography

Cryptosystem attack examples

Modern cryptography has become highly complex, and because encryption
Is used to keep data secure, cryptographic systems are an attractive target
for attackers. What is considered strong encryption today will likely not be
sufficient a few years from now due to advances in CPU technologies and

new attack techniques. [8]
Common types of cryptographic attacks include the following:

. Brute force attacks attempt every possible combination for a key or
password. Increasing key length boosts the time to perform a brute force
attack because the number of potential keys rises.

In a replay attack, the malicious individual intercepts an encrypted
message between two parties (such as a request for authentication) and
later
“replays” the captured message to open a new session. Incorporating a time
stamp and expiration period into each message can help eliminate this type
of attack.

In a man-in-the-middle (MitM) attack, a malicious individual sits
between two communicating parties and intercepts communications
(including the setup of the cryptographic session). The attacker responds to
the originator’s initialization requests, sets up a secure session with the
originator and then establishes a second secure session with the intended
recipient using a different key and posing as the originator. The attacker has

access to all traffic passing between the two parties.


https://www.techtarget.com/searchsecurity/definition/brute-force-cracking
https://www.techtarget.com/searchsecurity/definition/brute-force-cracking
https://internetofthingsagenda.techtarget.com/definition/man-in-the-middle-attack-MitM

An implementation attack takes advantage of vulnerabilities in the
implementation of a cryptosystem to exploit the software code, not just
errors and flaws but the logic implementation to work the encryption
system.

A statistical attack exploits statistical weaknesses in a cryptosystem,

such as floating-point errors. Another weakness that might lead to a
statistical attack is the inability to produce truly random numbers. (Because
software-based random number generators have a limited capacity,
attackers could potentially predict encryption keys). Statistical attacks are
aimed at finding vulnerabilities in the hardware or operating system hosting
the cryptography application.
. A cipher text-only attack is one of the most difficult types of
cyberattack to perpetrate because the attacker has very little information to
begin with. For example, the attacker might start with some unintelligible
data that he or she suspects may be an important encrypted message but
then gather several pieces of ciphertext that can help him or her find trends
or statistical data that would aid in an attack.

In a known plaintext attack, an attacker who has a copy of both the
encrypted message and the plaintext message used to generate the
ciphertext may be able to break weaker codes. This type of attack is aimed
at finding the link — the cryptographic key that was used to encrypt the
message. Once the key is found, the attacker can then decrypt all messages

that encrypted using that key. [8]
1.7.1 The Playfair algorithm :

The Playfair He created the blade at the beginning of the 20th century, and

was killed in the Boer War. Branding which means encoding pairs vs.[9]
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encoding singly. The characters contained within the 25-character limit; So

we have the 25 factorial! number of keys equal to

Before performing the encryption process, Code Playfair replay the

message a bit. To implement this

1- Replace each letter I with the letter J.

2- Write the message in pairs of letters.

3- Do not allow identical pairs of letters, and if they exist, insert the letter
Z between them.

4- Add a Z at the end, if the number of characters is odd.

5- To show how the Playfair code works, we will choose a specific key that

does not distinguish our choice[9]
encryption base

To return the message appropriately, we display the base in the code playfair
system. original source. The sixth row matches the first row, and the sixth
column matches the first column; Can expand in key design

Arule in the Playfair codebase is as follows:
Title, key, the letter to the right of it in the key.

If a letter falls in the same column in the key box, each letter replaces the letter
that lies below it in the extended key box.

If the letter does not fall into the first column, which falls into the first letter, it
falls into the first letter. The second letter is replaced by the letter in the fourth
corner of the rectangle, which was formed from the three letters erased so far.

We now encode the following message: Good BROOMS SWEEP CLEAN.[9]

11



You only need to type the message in the pairs of characters that appear in the
lower case letters that you want to type as needed. Accordingly, we obtain the
following:

NZEACLEPEZSW SZ OM OZ BR OD GO

And so, for the number we modeled; GO becomes FP, OD becomes UT, and
OM becomes PO. The full ciphertext becomes:

DYCSBGCMCMBV TV DVPOUWECUTFP

An example is the case with replacement blades, which refer to the owner to
wholesale restoration. The method used to decipher the playfair cipher was to
include this in the previous phrase, get rid of the repeated characters, and then
put the characters not in alphabetical order. UNIVERSTYOFLD When
discarding characters, sometimes the order of the characters in the key box.[9]

1.7.2 Encryption:

In cryptography, encryption is the process of encoding information. This
process converts the original representation of the information, known as
plaintext, into an alternative form known as

ciphertext.https://en.wikipedia.org/wiki/Encryption - cite_note-:0-1 Only

12


https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1
https://en.wikipedia.org/wiki/Encryption#cite_note-:0-1

authorized parties can decipher a ciphertext back to plaintext and access
the original information. Encryption does not itself prevent interference
but denies the intelligible content to a would-be interceptor. For technical
reasons, an encryption scheme usually uses a pseudo-random encryption
key generated by an algorithm. It is possible to decrypt the message
without possessing the key, but, for a well-designed encryption scheme,
considerable computational resources and skills are required. An
authorized recipient can easily decrypt the message with the key provided
by the originator to recipients but not to unauthorized users. Historically,
various forms of encryption have been used to aid in cryptography. Early
encryption techniques were often utilized in military messaging. Since
then, new techniques have emerged and become commonplace in all areas
of modern computing. Modern encryption schemes utilize the concepts of
public-key and symmetric-key. Modern encryption techniques ensure
security because modern computers are inefficient at cracking the

encryption. [9]
1.7.3 Programming Section:

Transferring highly confidential information to a secure location without
unauthorized access to that information presents many dangers. Over the
centuries, people have made repeated attempts to develop particularly
hardto-decipher secret languages. From ancient Rome to the Second
World War to the present day, orders were sent in encrypted form by
statesmen and important commanders to deceive the enemy or keep the

information out of the hands of unauthorized persons.

13


https://en.wikipedia.org/wiki/Pseudo-random
https://en.wikipedia.org/wiki/Pseudo-random
https://en.wikipedia.org/wiki/Pseudo-random
https://en.wikipedia.org/wiki/Pseudo-random
https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Symmetric-key_algorithm
https://en.wikipedia.org/wiki/Symmetric-key_algorithm
https://en.wikipedia.org/wiki/Symmetric-key_algorithm

Unfortunately, these forms of encryption were usually very easy to crack.
For instance, one could easily decipher secret languages, which have
arisen from the displacement of letters (e.g., today is a beautiful day =
heute ist ein schdner Tag = heu teis teinsch 0nert ag). The weak point of all
sophisticated secret languages is that once the key has been found, any text
can be "translated". At least with the use of computers, it has become

impossible to keep secret a key attributed to the shifting of letters. [9]

Today, other encryption methods have to be used to avoid sharing
confidential information with everyone. In this case, too, again a key is
used, which only the sending and the receiving side know. For encryption
and decryption, so-called encryption algorithms are used. An encryption
algorithm is a mathematical method, according to which the conversion of

the data takes place.

Password Depot uses the encryption algorithm playfair to encrypt your
confidential data. [9]

14
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Technologies
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2.1 Introduction:

Digital image processing includes taking the digital image and utilizing
computer imaging software to process them . Digital image processing
mentions to the technology of implementing a number of computer
algorithms to process digital images. The outcomes of this process either
image or properties or representation characteristics of the original image.
The basic purpose of digital image processing is to permit human beings to
acquire an image of high quality or descriptive characteristics of the original
image There are different applications of digital image processing that can
be found in medical imaging, remote sensing, forensics, communications
and etc [10].

Image de-noising is a vital image processing task i.e. as a process itself as
well as a component in other processes. There are many ways to de-noise an
Image or a set of data and methods exists. The important property of a good
image de-noising model is that it should completely remove noise as far as
possible as well as preserve edges. Traditionally, there are two types of

models i.e. linear model and non-liner model. Generally, linear models are

16



used. The benefits of linear noise removing models is the speed and the
limitations of the linear models is, the models are not able to preserve edges
of the images in efficient manner I.e. the edges, which are recognized as

discontinuities in the image, are smeared out. [10].

2.2 Images Types

There are different types of image data depending on many things such as
the bit resolution, image content, and the actual image data type that is

required for storage. The different existing image data types listed below:

2.2.1 Grayscale Image

Each pixel is a shade of grey, normally from 0 (black( to 255 (white(
Each pixel can be represented by eight bits, or exactly one byte. This is a
very natural range for image file handling. Other grey scale ranges are

used, but generally they are a power of 2 [10]

Figure bellow describe this type of image:

230 229 232 234 236 232 148

237 236 236 234 233 234 162

255 265 256 251 230 236 161

99 90 67 ar 94 247 130
222 162 286 120 120 246 132
154 199 256 150 189 241 147

216 132 162 163 170 239 122

17



Figure (2.1)grayscale image
2.2.2 TrueColor RGB Image

Each pixel has a particula colour described by the amount of red, green
and blue in it. If each of these components has a range 0-255, this gives a
total of different possible colors in the image this is enough colors for any
image.since the total number of bits required for each pixel is 24,such

images are also called 24-bit color images.[10]

Figure bellow describe this type of image:

Bz 63 B4 76 82 79 T8 TB 86 80 77 8O 8T 77

BT 93 53 91 91 BG 86 81 S3 96 99 86 B85

8 82 B8 80 88 89 B3 83 91 94 92 88

126 119 113 108 111 110 136 128 126 112 107 106

137 136 132 128 126 120 141 129 129 117 116 101

06 108 114 114 118 113 ab 989 109 108 112 1089

61 69 73 78 V6 V6 96 103 112 108 111 107 84 93 107 101 105 102
Rad Green Blue

Figure (2.2) true color RGB image

2.2.3 Binary Image

Each pixel is just black or white. Since there are only two possible values
for each pixel, we only need one bit per pixel. Such images can therefore

be very efficient in terms of storage [11].

Figure bellow describe this type of image:

18
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Figure (2.3) binary image

2.2.4 Indexed image

The image has an associated colour map, or color palette, which is a list of

all the colours used in that image. Each pixel has a value in this index. It is

convenient if an image has 256 colors or less.[11]

Figure bellow describe this type of image:

-,
DL

1

@ ¢ o ;m !

e e e
mwcs—-mHu'
g o o

20

11 11 26 20

11 20 33 33 37

Indices

Figure (2.4) index image.

2.3 Image file formats :

it are standardized means of organizing and storing digital images. Image
files are composed of digital data in one of these formats that can be
rasterized for use on a computer display or printer. An image file format
may store data in uncompressed, compressed, or vector formats. Once

rasterized, an image becomes a grid of pixels, each of which has a number

19

0.1211 0.1211 0.1416
0.1807 0.2649 0.1729
0.2197 0.3447 0.1807
0.1611 0.1768 0.1924
0.2432 0.2471 0.1924

b . 0.2119 0.1963 0.2002

\10.2627 0.2588 0.2549

0,2197 0.2432 0.2588

Colour map



of bits to designate its color equal to the color depth of the device

displaying it .

2.3.1 JPEG 2000

JPEG 2000 is a compression standard enabling both lossless and lossy
storage. The compression methods used are different from the ones in
standard JFIF/JPEG; they improve quality and compression ratios, but also
require more computational power to process. JPEG 2000 also adds
features that are missing in JPEG. It is not nearly as common as JPEG, but
it is used currently in professional movie editing and distribution (some
digital cinemas, for example, use JPEG 2000 for individual movie frames).
[12].

2.3.2 Exif (Exchangeable image file format(:

The Exif format is a file standard similar to the JFIF format with TIFF
extensions; it is incorporated in the JPEG-writing software used in most
cameras. Its purpose is to record and to standardize the exchange of
Images with image metadata between digital cameras and editing and
viewing software. The metadata are recorded for individual images and
include such things as camera settings, time and date, shutter speed,
exposure, image size, compression, name of camera, color information.
When images are viewed or edited by image editing software, all of this
image information can be displayed . The actual Exif metadata as such
may be carried within different host formats, e.g. TIFF, JFIF (JPEG) or
PNG. IFF-META is another example. [12].

20



2.3.3 TIFF (Tagged Image File Format (:

The TIFF format is a flexible format that normally saves eight bits or
sixteen bits per color (red, green, blue) for 24-bit and 48-bit totals,
respectively, usually using either the TIFF or TIF filename extension. The
tagged structure was designed to be easily extendible, and many vendors
have introduced proprietary special-purpose tags — with the result that no

one reader handles every flavor of TIFF file. [12].
2.3.4 GIF (Graphics Interchange Format(:

GIF is in normal use limited to an 8-bit palette, or 256 colors (while 24-bit
color depth is technically possible).[1][2] GIF is most suitable for storing
graphics with few colors, such as simple diagrams, shapes, logos, and
cartoon style images, as it uses LZW lossless compression, which is more
effective when large areas have a single color, and less effective for
photographic or dithered images. Due to GIF's simplicity and age, it

achieved almost universal software support.
2.3.5 BMP file format :

The BMP file format (Windows bitmap) handles graphic files within the
Microsoft Windows OS. Typically, BMP files are uncompressed, and
therefore large and lossless; their advantage is their simple structure and

wide acceptance in Windows programs. [12].

2.4  Language Programming Used:

2.4.1 Visual C#

Visual C# is a programming language developed by Microsoft that is used to
create desktop, web, and mobile applications for the Windows operating system. It
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Is part of the .NET framework and is an object-oriented language that uses syntax
similar to Java.[13]

Visual C# is a popular language for creating Windows applications because it
provides a wide range of features such as a rich set of libraries, built-in memory
management, and support for multi-threading. It is also easy to learn for
developers who are familiar with other C-style languages. Visual Studio is the
primary integrated development environment (IDE) used to develop and debug C#
applications. Visual C# supports the development of a variety of applications
including Windows Forms, WPF, ASP.NET, and Xamarin.[13]

Visual C# is designed to be a modern language that can take advantage of the
latest advancements in computer hardware and software. It supports a variety of
programming paradigms including imperative, declarative, functional, and object-
oriented programming. In addition to its core language features, Visual C# also
provides a number of advanced features such as LINQ (Language Integrated
Query), async/await, and dynamic typing. These features make it easier to write
code that is more concise, expressive, and efficient.[13]

One of the main advantages of Visual C# is its integration with the .NET
framework. This allows developers to access a wide range of libraries and tools
that can help them build robust and scalable applications. The .NET framework
also provides a common runtime environment that allows C# applications to run
on multiple platforms, including Windows, macOS, and Linux.[13]

Overall, Visual C# is a powerful and versatile language that is well-suited for a
wide range of applications, from simple desktop utilities to complex enterprise
software systems. Its rich set of features and tight integration with the .NET
framework make it a popular choice among developers who are looking for a
modern, efficient, and scalable programming language.[13]
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CHAPTER THREE

Requirements Analysis and project
Design
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3.1 - project Design:

Form -1- The first interface before execution, which contains text

encryption and decryption, as well as image analysis:

’

110001010101

il’_')t'_'!OlO](JlO1001.11
0101110
1000101

01001010101
) ( )10
101010010107

11101

Figure (3.1) The first interface

Form2 : Here we entered the image for analysis:
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M Playfair O

| Encrypt || peerypt [

1000101010100111
L LN

1000101
01001010101

JC 210

10101001010

Figure (3.2) Insert the image
1-  Form -3- The image was analyzed into three colors(RGB):

A

e 10001010101
_Enerypt | peerypt [

1000101010100111
101110

11000101

01001010101
C 210
10101001010

Figure (3.3) Image analysis
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2-  Form4: Enter the word to be encrypted and enter the key

s A

110001010101

1000101010100111

101110

1000101
) C

101010010107

Figure (3.4) Enter text and key

MUSTANSIRIYA

[ Encrver | I:I .

L
E 10001010101
R

000101010100111

101110
01001010101

1000101
P K a 1 ] 210

10101001010

4-Form5: The text was encrypted and the letters appeared untidy

Figure(3.5) ciphertext

5-Form6: The second interface, which contains a way to hide the image
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2101000101010100011100001100
11 1111

s |
111010100
00001100

10000110C = .
111 1010101000
210d
AN -’Ugolooolw
| Proce=sing Tme - | -
1101 00101 0001111010100

0111010100101 01 101C

Figure(3.6) Steganography

6-Form7: We inserted the image into the hide button and brought the ciphertext to
hide it inside the blue image:

2101000101010100011100001100
)1 ? £ 4t -
5 |
111010100
00001100

PR TU IK XF SL VB

o ol
100 OO TR )111 10101010001

[ 21C £ Ty |
111010100 e 1()(]‘)[111J!nrpor ext__

 Processing Time - || 0 mins. 0 secs. 14 maec .

1101 00101 0001111010100

0111010100101 01 101C
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Figure(3.7) Hide the text inside the image

W |
Heighe - |
210100010101010001110000110" EE=mEl 00010101010001114(

)111 10101010001111 I”"“T'_I'P 10101010001)

P T e

1

11010100011011 D
11110101009
210100 0000110
01001010101 o
01010100011011000111000011 O —
ErTTEE) 100011011
110101 10101 01111010100 |—ers——m ™

1101 00101 000111101010 CCC

7-For8: htet has been hiden

Figure(3.8) Steganography

8-Form9: And here we came with the image in which the text was hidden inside,

and we opened the concealment by way of the Unhide button:
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| Width - | 7524 |
[ Heighe - § 447 |

[ Pixel Formas : | Format3zbppargh (i

EEETBEEE01010101000111¢

1n1n1Nninnn

ErEEER 100011011000 31110

Figure(3.9)Export Text
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Four
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4.2  Conclusions :
- We conclude that it is possible to hide important data within other
files such as image, video, sounds and other files that are complex in their

component arrays and thus obtain high results from concealment of data.

4.2 Future Work :

- We recommend that the system be developed further to include all
types of text and files, as well as the use of the artificial intelligence
algorithm to be highly secure.
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