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DES Example _—

=

Let M be the plain text messageM = 01234WBCDEF, whereM Is in hexadecimal (basel/e) format. Rewriting M In
binary format, we get the 64-bit block of text

M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 10101011 1100 1101 11101111
L = 0000 0001 0010 0011 0100 0101 0110 0111
R=1000 1001 1010 1011 1100 1101 1110 1111

The first bit of M Is "0". The last bit iIs "I'. We read from left to right.

Let K be the hexadecimal keyK = 13345779BBCDFH. This gives us as the binary key (settind= 0001 3=001]etc.,
and grouping together every eight bits, of which the last one in each group will be unusefl

K =00010011 00110100 01010111 01111001 10011011 1(MMMMm@11011111
The DES algorithm uses the following steps

1 Step 1 Create 16subkeys, each of which is 48-bits long: - The 64-bit key Is permuted according to the following
table, PC-1 From the original 64-bit key

K =00010011 00110100 01010111 01111001 10011011 10mMmmin11011111

we get the 56-bit permutation
K+=1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111
Next, split this key Into left and right halves, C, and D,, where each half ha28 bits.
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C,=1111000 0110011 0010101 0101111 L
ETU1010 1011001000011 = I—
=

With C, and D, defined, we now create sixteen block<, and D ,, Ix=n<=16 Each palr of

blocks C, and D, Is formed from the previous pairC__,and D,, ,, respectively, forn =1 2, ..., 1§ using the
following schedule of "left shifts" of the previous block. To do a left shift, move each bit one place to the
left, except for the first bit, which is cycled to the end of the block.
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This means, for example C;and D, are obtained from C, and D ,, respectively, by two left shifts, andC,;and D, are
obtained from C,cand D ;5 respectlvely bygn&IeILshJi % e

In all ca(bya single left shift Is meant a rotation of the blts one place to the left, so that after one left shift theits In
the 28 positions are the bits that were previously In positions?2, 3,...,28, 1

From original pair pair C, and D, we obtain:

C,=1111000011001100101010101111
D,=0101010101100110011110001111

C,=1110000110011001010101011111
D,=1010101011001100111100011110

C,=1100001100110010101010111111
D,=0101010110011001111000111101

C,,=1111000011001100101010101111
D,,=0101010101100110011110001111

We now form the keys K, for Ix=n<=14 by applying the PG-2 table to each of the concatenated pairsC,D . Each pair
has 56 bits, but PC-2 only uses48 of these

For the first key we haveC,D,=1110000 1100110 0101010 1011111 1010101 0110011 0011110 0011110
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which, after we apply the permutation PC-2, becomes _—
K,=000110 110000 001011 101111 111111 0OGDMOO0001 —

2- Step mach 64-bit block of data:- Applying the initial permutation to the block of text M, given previously,
we get

M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 11101111
IP =1100 1100 0000 0000 1100 1100 1111 1111 1111 0000 1010 10100141 0000 1010

Next divide the permuted block IP Into a left half L, of 32bits, and a right half R, of 32bits.

L, =1100 1100 0000 0000 1100 1100 1111 1111
R,=1111 0000 1010 1010 1111 00Q@01®10

We now proceed through 16iterations, for I<x=n<=16 using a function f which operates on two blocks-a data block of

32Dbits and a keyK, of 48 bits--to produce a block of 32bits. Let + denote XOR addition, (bit -by-bit addition
modulo 2). Then for n going from 1to 16we calculate

I—n = Rn-l
Rn = I—n-l'l' f(Rn-liKn)
Forn =1 we have

K,=000110 110000 001011 101111 111111 000111 000001 110010

L,=R,=1111 0000 1010 1010 1111 0000 1010 1010
R, =L, +f(Ry,K)
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We calculate E(R,) from R, as follows:

R,=1111 0000 1010 1010 1111 0000 1010 1010
E(R,) =011110 100001 010101 010101 011110 100001 010101 010101

Next in the f calculation, we XOR the output E(R,,_,) with the key K.
K, +E(R,.).

K,=000110 110000 001011 101111 111111 000111 000001 110010
E(lRO) =011110 100001 010101 010101 011110 100001 010101 010101
K+E(R,) =011000 010001 011110 111010 100001 100110 010100 100111

Write the previous result, which is 48 bits, in the form:
K, +E(R,., =B,B,BsB,B:-B.B-Bg,where eachB, Is a group of six bits. We now calculate

S,(B1)SA(B5)Ss(B3)S4(B4)Ss(Bs)Se(Be) SAB7)Se(Bg)
where S(B;) referresto the output of the 1-th Sbox.
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For the first round, we obtain as the output of the eight Sboxes:

K;+ E(R,) =011000 010001 011110 111010 100001 100110 010100 10011
S(B,)S,(B,)S5(B2)S4(B4)S:(Br)Ss(Bg)S/(B-)Se(Bg) = 0101 1100 1000 0010 101
0101 1001 0111

The final stage In the calculation off Is to do a permutation P of the S-box
output to obtain the final value of f:

T = P(S(B1)SyBy)...Sg(Bs))
From the output of the eight Sboxes,we get
f =0010 0011 0100 1010 1010 1001 1R]F 1D*I(R,, K,)

=1100 1100 0000 0000 1100 1100 1111 1111
+ (0010 0011 0100 1010 1010 1001 1011 1011
=1110 1111 0100 1010 0110 010100100

This Is an example of one round od DES algorithm.
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