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Chapter Four
Modern Symmetric Ciphers
(Stream Cipher and Block Cipher )
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Stream cipher S
gum

[s a type of symmetric encryption (means the same key is used for encryption and decryption).
Basic Idea of stream cipher comes from One-Time-Pad cipher: -

e
Py y Y o A A

Encryption - C, = m, DKk, i =1.2.5....

m1; : plain-text bits.

& o kev (kevyv-stream ) bits

c;- : cipher-text bits.

Decryption > om, =c, DKk, i =1.2_3....
: ((mi @ ki) @ ki) = mi

The drawback of One-Time-Pad cipher is that the key-stream should be as long as plain-text. Key
distribution & Management difficult.

™ "

Stream Cipher is the solution (in which key-stream is generated in pseudo-random fashion from
relatively short secret key.

Pseudo-randomness : sequences appears random to a computationally bounded adversary.
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It is possible to be periodic if reuse the key again after fixed perio
ey pUSS1

» ds, like Vigenere and Beaufort.

[t is possible to be not periodic if the key is used once like Running
Key and OTP.

(1) Enmncryption () Decryption
Filammte>xt 772 ;
Criphertext
<Kewy &
»1 I Fre ; HKevyvsitream = ><| | P
F =4
5 3 l/l State o ; ¥ i 3 ll ,
- = iy /- \‘
o - { Ff }>—m i
\_‘ _'/ \_ ,-”-
I ’,--'--\ : = = = I <3 s = 4 =
3 -~ i ~‘ —— . 4 - ~ <™ " < > i ~.'; - :. S
. —t) ) — - — s <l s

SIAl ae elay 20 & Aload) gada) s ol



There are two different approaches to stream encryption they are; synchronous methods and self-

SYIlChrcwthods. f o E—
1. Synchronous Stream Ciphers

Key-stream is independent of plain and cipher-text.

» Both sender &receiver must be synchronized.

» Resynchronization can be needed (This means that if a ciphertext is lost during transmission, the sender
and receiver must resynchronize their key generators before they can proceed).

* Synchronous stream ciphers have the advantage of not propagating errors. A transmission error effecting
one character will not affect subsequent characters. From another point of view; this is a disadvantage in
that it is easier for an opponent to modify (with out detection) a single ciphertext character.

e Active attacks can eacilv he detected (dicadvantaoce)
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2. Self-Synchronizing Stream Ciphers e e

=

e sz

~ Key-stream is a function of fixed number t of cipher-text bits. This is done by using a cipher feed back
mode (CFB) because the ciphertext characters participate in the feed back loop.

[t is some times called chaining, because each ciphertext character depend on preceding cipher-text
character (chain) the feed back

Limited error propagation (up to t bits).
Active attacks cannot be detected.

At most t bits later, it resynchronizes itself when synchronization is lost.

It helps to diffuse plain-text statistics.
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Bloﬂpher — P

Block cipher : - Is a type of symmetric encryption which operates on blocks of data (means the

same key is used for encryption and decryption). It encrypts a block of clear text into a block of
cipher text of the same length.

In this case, a block cipher can be viewed as a simple substitute cipher with character size equal to the
block size.

Popular block ciphers are (Hill Cipher, Playfair Cipher, DES-Data Encryption Standard-,
ECB) with using the same key.

Plaintext ' Encryption F ciphertext
block | = ~ block
e.g. 64 bits eI T N e.g. 64 bits

IKey K
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Advantages and Disadvantages of Block Cipher:-

= =

Advantages

1. The possibility of parallel processing for more than one block at the same
time.

2. Encryption is quick because all the time implemented n of encryption.

3. Error that occurs in a given block does not affect the other.

4. Each block in the Plaintext is encrypted independently.
Disadvantages

1. The similar blocks in the plaintext also generate similar blocks in the
Ciphertext because all blocks using the same key.

2. Easy addition or deletion can be implemented on blocks.
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Bwpher operation'modes: -

ECB Operation Mode.

* ECB stands for Electronic Code Book. Blocks of clear text are encrypted independently.
e Strength: it's simple.
*Weakness :

1- Repetitive information contained in the plaintext may show in the ciphertext, if
aligned with blocks.

2. If the same message is encrypted (with the same key) and sent twice, their ciphertext
are the same.

» Typical application: secure transmission of short pieces of information (e.g. a temporary
encryption key)
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- Encryption: C; = Eg (P;)

E: Encryption D: Decryption
P.: Plaimntext block i  C.: Ciphertext block i

K: Secret key

Decryption: P; = Dy (C))

n bits
C: 1 Cﬁ 9
Encryption
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2. CBC Operation Mode. .

. CBC stands for Cipher-Block Chaining The previcﬁ cipher text block is XOI/{ed with the clear text
block before applying the encryption mapping.

» Solve security deficiencies in ECB where Repeated same plaintext block result different ciphertext

block

e Use Initial Vector (IV) to start process
Ci = EK (Pi XOR Ci-1)

E : Encryption D : Decryption
P.: Plaintext block 7  C,: Ciphertext block 7
K: Secret key I'V: Imitial vector (Cj)
P1 PZ PN Pl P2 PN
1 bits | n bits n bits n bits | 1 bits | | n bits
(IV)--->» ----- »(-? Ca1--- (IV)- - - SETES »ér-) Ch1---
K . K> E | <« K—| E K K> D | <« K-> D

\
\/

77 bits 7 bits 7 bits 7 bits 77 bits 7 bits

C, C, Cy Cy C, Cr

EHCTYPtﬁ:)\?l“ T S A ST ST
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3. Cipher FeedBack (CFB). _—

-

Message is treated as a stream of bits , Bitwise-added to the output of the block cipher, Result is

feedback for next stage (hence name).its Uses for stream data encryption, authentication

Use Initial Vector to start process.

Plaintext is treated as a stream of bits. Any number of bit (1, 8 or 64 or whatever) to be feed back
(denoted CFR-1 CFR-R (CFR-Ax)
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4. Output Feedback Mode (OFM). __—
The block cipher is used as a stream cipher, it produces the random key stream.

Very similar to CFB But output of the encryption function output of cipher is fed back (hence name),
instead of ciphertext.
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Block Clpher & Stream Cipher Comparison:- =
_ mreckciener ] Stresm Ciener

Frocessimng o enccodingo plainmntext 1is FProcessimng oOor erncoding plainmtezxt i1is
domne as a NDxed lengtthh bhbrlock ome b domne bt by bhat. The block size hhere 1s

omne. A bhlock for example couwvld be
o3 or 128 bhits 1 si=e.

S=irmnply: orme it

The same kKew 1= uused to encrypt | A different Kkewr is unsed to encrwpt eaclh
each of thhe blocks. of thhe bhits.

LITswually wery sirmple amnd rmwuch faster.

Sy oo S propery aesenee

Thhe ey cipher texit BFoeyr 1s ot corm b irned wwitly
]:*-El-latl-:::-]:lshl];::- COVILE If'l e eIy initiali=ation wector.

IIsuwually mmore cormplex amnd slowwer i

opperatthdon.

Ccompelicated.

DEIDDE

ST =0 il il wwrill affect Tthhe f A error inmn Tthe encryptiomn process
tTransformmation of all characters i Affects only that character, because
tThhe sarme Ixlock. each svymmbol is separately: encoded.
=lowness of encryption. Thhe persor —peaead ‘w-b § transformmatiorn, becalns<
msing a bilock cipher rmmuaast walt v til =each =yvwirmibol is erncryvpited withhowut
emntire bhloclk of plaimtext =svwrmmbhol=s e oAl Tox = Py otihvex Plaimtext
has been received betore s=tartinnes s=svimbols, each svymmbhol 1= encryptrted as
r TtThhe encrypiion process. SO0 as it 1s read. so tThe time reguired

tTo encrvpt a syimmbhhol depend=s onldy o

thhe encrypition algorithiqrmnm itself, ot o
Al ve glay e & L;J\);..d\ (Al _A_e_\ ‘Adilhre tHtirme it takes to receive mmores
Tlagrmmnte==1t




