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2.4 Hardware Protection

• To improve system utilization, the O.S began to share system resources among 

several programs simultaneously. 

• Multi programming put several programs in memory at the same time. This sharing 

created both improved utilization and increased problems. 

• When the system was run without sharing an error in a program could cause

problems for only the one program that was running. With sharing many

processes could be affected by a bug in one program.

.واحدوقتفيالبرامجمنالعديدبينالنظاممواردمشاركةفي O.Sبدأ،النظاماستخداملتحسين

لكنوالاستخدامتحسينإلىشيءالهذاأدىوقد.الوقتنفسبالذاكرةفيالبرامجمنالعديدضعتمتعددةالرمجةالب

.المشاكلزيادة

نفس فقط فيمشاكليسببأنيمكنبرنامجفيخطأالمشاركة فأن الدونيعمل نظام التشغيل منعندما

برنامجفيخطأبتتأثرأنيمكنprocessesالمنالعديد, المشاركة مع .التشغيلقيدكانالذيلبرامجا

.واحد



2.4.1 Dual Mode Operation

• To ensure proper (مناسب أو لائق) operation, we must protect the O.S and all programs 

and their data  from any malfunctioning .program (خلل)

1- User mode

2- Monitor mode (also called kernel mode, system mode, or privileged mode).

• A bit called mode bit is added to H/W to indicate (تشير) the current mode; 

- Monitor (0): execution is done on behalf of the O.S  يتم التنفيذ نيابة عن

- User (1): execution  is done on behalf of the USER يتم التنفيذ نيابة عن

This protect the O.S from errant (المخطئين) users and errant users from one another

فصل يتم لذلك .تنفيذالأساليبمختلفبينلتمييزصممت لكي تدعم ا H/Wال .مشتركموردأيحمايةنحتاج هذه في 

:التشغيل الى نموذجين 

• Protection is needed for any shared resource. The H/W support to differentiating 

among various modes of executions. Therefore we need two separate modes of 

operation: 

.رنامجالبفيخللأيمنبهمالخاصةوالبياناتالبرامجيعوجم.O.Sحمايةيجبالسليمالتشغيللضمان



2.4.2. I/O Protection

• For I/O protection to be complete: 

* We define all I/O instructions to be privileged instructions.

Thus user cannot issue I/O instructions directly, they must do it through the O.S

* We must be sure that a user program can never gain control of the computer in 

monitor mode. 

• To prevent :a user from performing illegal I/O (نمنع )

.مميزةايعازات I/Oايعازات  جميعيجب ان تكون 
O.Sخلالمنبذلكالقيامعليهيجبوانما مباشرةبصورة I /Oايعازات إصدارللمستخدميمكنلاوبالتالي

 :I/Oالـحمايةتكتمللكي

 monitorالـ فيحاسبة السيطرةان يحصل على أبدايمكنلاالمستخدمبرنامجأنمنمتأكديننكونأنيجب
mode



2.4.3. Memory Protection

• What we need to separate each program's memory space, the ability to determine

the range of legal addresses that the program may access, and to protect the

memory outside that space.

2- Also we must protect the interrupt service routines in the O.S from 

modification..

• To ensure correct operation: we must protect the interrupt service routines

in the O.S from modification.

1- We must protect the interrupt vector from modification by a user program.

وحماية،رنامجالبإليهايصلقدالتيالعناويننطاقتحديدعلىوالقدرة،برنامجكلذاكرةمساحةفصلالى نحتاج

.المساحةتلكخارجالذاكرة

.التعديلمن.O.Sفيinterrupt service routinesحمايةيجب :الصحيحالتشغيللضمان



Memory Protection Cont.

Then the program can legally access all addresses from 300040 through 420940 (base 

+ limit).

• Example:

Base register is 300040,

Limit register is 120900

• This protection can provide by using two registers usually a base and a limit

• The base register holds the smallest legal 

physical memory address

• The limit register contains the size of the 

range



Memory Protection Cont.

• The CPU comparing (تقارن) every address generated in user mode with registers

accomplishes this protection

• Any attempt by a program executing in 

user mode to access monitor memory or 

other user's memory results in a trap to 

the monitor which treats the attempt as a 

fatal error

• This scheme prevents the user program from modifying the code or data 

structures of either the O.S or other users.

للوصول user modeفيتنفيذبرنامجقبلمنمحاولةأي

ج ين ينتالآخرينالمستخدمذاكرةأوخاصة بالنظام ذاكرةإلى

فادحخطأعلى انه يعاملالذيالعرضجهازإلىtrapعنه 

المستخدمينأو O.Sلكل من data structuresاو  codeال تعديلمنالمستخدمبرنامجالنظامهذايمنع

.الآخرين



2.4.4. CPU Protection

• The third piece of the protection is ensuring that the O.S maintains control

• We must prevent a user program from an infinite loop, and never returning 

control to the O.S

• To control the timer: The O.S sets the counter, according to fixed-rate clock.

Every time that the clock ticks the counter is decremented. When the counter

reaches (0) an interrupt occurs, and control transfers automatically to the O.S,

which may treat the interrupt as a fatal error or may give the program more

time.

• To achieve this goal we can use a timer, a timer can be set to interrupt the

computer after a specified period. The period may be fixed (1/60 second) or

variable (from 1 millisecond to 1 second).

counterالتخفيضيتمclockيحدث ال مرةكلفي .ثابتclockمعدللوفقاcounterيضع قيمة محدد في O.Sالـ
قدأوفادحكخطأالمقاطعةعامليقديذوال،O.Sإلىتلقائيا  التحكمنقلويتم،interuptالـ حدثي(0)الى  يصلعندماو

.الوقتمنالمزيدالبرنامجعطيي

السيطرةعلى O.Sالـحافظيأنضمانوهالحمايةمنالثالثجزء ال

 O.Sو لا يرجع السيطرة الى  infinite loopيجب منع برنامج المستخدم من الدخول في

إلىثانيةمللي 1منمتغيرةأوثانية1/60ثابتةالفترةتكونقد .محددةفترةبعدحاسبة اللمقاطعةtimerتعيينيمكن

واحدةثانية



2.5. System Calls

• System calls provide an interface to the services made available by an operating 

system

These calls are generally available as:

- Routines written in C and C++, 

- Although certain low-level tasks (for example, tasks where hardware must

be accessed directly) may have to be written using assembly-language

instructions

• Even simple programs may make heavy 

use of the operating system.

• Systems execute thousands of system 

calls per second. 

• From the example you can see
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